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The VSX Administration Guide describes the Virtual System eXtension product that runs
several virtual firewalls on the same hardware.
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Each Virtual System works as a Security Gateway, typically protecting a specified network.
When packets arrive at the VSX Gateway, it sends traffic to the Virtual System protecting the
destination network. The Virtual System inspects all traffic and allows or rejects it according

to rules defined in the security policy.
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While physical networks consist of many hardware components, VSX virtual networks reside
on a single configurable VSX Gateway or cluster that defines and protects multiple
independent networks, together with their virtual components.

— AdminGuide, "Introduction" (p.16)
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Introduced in the R82 version, VSNext is an enhanced VSX mode that allows simpler

configuration, easier provisioning, and a similar experience to a physical Security Gateway.
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It is not supported to convert an existing platform to the VSNext mode.
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Select the Vitual Gateway mode:

@I VSNext mode on Scalable platform cluster (ElasticXL or Maestro) on R82 and higher
Each Virual Gateway is represented as Securty Gateway.

(::l Legacy VSX mode

Ment Cancel

VSNext & &bAl



3 VSX ot ehxiet 34 A

VSX Architecture and Concepts

Of HE{7t VSX2| BCHRILICE VSX GatewayZt RS St= 2 AEQIX|, 1 Qto] 7Ha FX[S2 0f
H SR A=K, W22 HEH S 2=X|E StAr2[of| M FelgfLIt. 72 2= #ME{ 7t 7| M L2

Mg 2|0l 0|22, CHE 2 =2tk O] HERE2 HHS| o F= HO| Z5LICH

VSX Gateway — 7Hg HEQIE g+ &8 SAE

VSX Gateway+ E32 7] gt gy} o] 9Joil Security Gateway-2H9-E- A9 %] -2 E¢]

] 75 12 FU W 7Hd A (Virtual Device) 5= =8 7V U EHAE

T/33ct. VSX Gateway AHalo] 21 T U2 F 7HA|Qld], st Te] Au et FAlsim
€ 7S BRI S vjEst L st wejste Ao, o st S AEE RS o

AN
High Availability®} Load SharingZ ¢Jsl HlH 7t JElE &713ot= Ad Y.

ot 7}A] o]Ate] F9]7} Q&5 Ut Maestrot Scalable Chassis #7304+ "VSX
Gateway''2H= o] VSX BEZ S &5t Security Group< 7+e] 7], o] 4L U+ VSX
7|52 A|gHA o] ALt ofof] 2| E ] 5T



Pa) MHE o g B}

] A H = VSX Gatewayoll A28l 7Hd Fx &= ZEH| %o
FA2 243 94 F /AU 22

e A4 B A7 A-E B QIEF oA
(DMDE 53f VSX Gatewayoll 214 €& WA &, ojuf ¥ha] QIEsfo]A9] [P= At
<ol & duglsyrt.

Hole






©
sl
all

o UERZT 1 o0 WERZA 2 0 WERA 3 @ WERAZD 4 0 AKX o VSX Gateway o c2tSH o 2HY
ANt ® SmartConsole

2 29l AX gl 25 ee Fa) e Aeuo) o) =gt
A st pel o] At Eejut et o] Ho| A&t Th lES
98 7H5 291 1S wiAsloF Ut



@ SmartConsole o 22l AW o 22l E2HE o 2HUY o 2t2H o ME 22| AHHOIA(ethd) o 2AF I HH
0lA ® VSX Gateway o Virtual Switch ® Warp Link @ Virtual System 1 @ Virtual System 2 & A<[X
o WES3 10 WERKA 2

cj7]of = WFEA] o & Aloko] E 7HA] gtk 41 S ATHILT VOX Gateway T NAT
MR ]/ A S Al s U L. 3 we] Edfjgo] 22 Alo|Edo] 9]9f o' VSE
s Al= o o, Te] Mujet A A + 9l A2 24 VSoEdyo. 1ea
R81%E = v & T Qe #o]A(Non-DMI, I QlE|#|o|A) A o] o 7] 5]o] o o]}
A=A gfoy, Feols A& AETo]AQ) DMIE 2+& Zlo] A AU &g EggS



ro,

o Eejmzt 25
Ejh|o]AZ = DMI

o
il

o & g-2|gtd], ohek VLAN <lEjmo| A7} A H Ee

27} A Q5|7 gkch 4w 7]elahu Fudh,

oy



74 A=) Al 7FA] — VS, VR, VSW

2 A 7}A] 7H4F A= Ut o] Ale] xfolut rEEo] ZoH YSX o] HHke

=
wn
<
Lo
N
rO
ok

M= Virtual System(VS), 2 7H Wat Ut ®abH 1} VPN 7|52 of 2 7H) Eel
2" THQle 2, 3F VSX Gateway {ollA] of 2] VS7} s Aloll, 12]il Anjr} 2b4 5]

A Virtual System is a virtual security and routing domain that provides the functionality of a
Security Gateway with full Firewall and VPN facilities. Multiple Virtual Systems can run

concurrently on a single VSX Gateway. Fach Virtual System functions independently.
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A Virtual Router is an independent routing domain within a VSX Gateway that performs the
functionality of physical routers. Virtual Routers are useful for connecting multiple Virtual
Systems to a shared interface, such as the interface leading to the Internet, and for routing

traffic from one Virtual System to another.
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By providing Layer 2 connectivity, a Virtual Switch connects Virtual Systems and facilitates
sharing a common physical interface without segmenting the existing IP network. As with a
physical switch, each Virtual Switch maintains a forwarding table with a list of MAC
addresses and their associated ports.

— AdminGuide, "Virtual Devices" (p.50)
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VSX incorporates VRF (Virtual Routing and Forwarding) technology that allows creation of
multiple, independent routing domains on a single VSX Gateway or VSX Cluster. The
independence of these routing domains makes possible the use of Virtual Devices with

overlapping IP addresses. Each routing domain is known as a context.
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Plan the complete VSX topology before you start the installation and configuration, because it

is not possible to change some settings after you configure them.
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A Virtual System in bridge mode implements native Layer 2 bridging instead of IP routing

and can co-exist with Layer 3 Virtual Systems on the same VSX Gateway.
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Situated adjacent to core network backbone switches, VSX protects the internal network by

providing security at Layer 2, Layer 3 or both.
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CoreXL creates multiple Firewall instances that are, in reality, independent firewalls. You can

use CoreXL to increase the performance of the VSX Gateway with multiple CPU cores.
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VSX supports NAT for Virtual Systems much in the same manner as a physical Security
Gateway. When a NAT enabled (Static or Hide) Virtual System connects to a Virtual Router,
the translated routes are automatically forwarded to the appropriate Virtual Router.
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Using VSX with Multi-Domain Server

l.
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The most important difference is that you must first create and configure each Domain and
its associated Domain Management Server objects using the SmartConsole connected to a

Multi-Domain Server.
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Configuring VSX Clusters
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A VSX Cluster consists of two or more identical, interconnected VSX Gateways that ensure

continuous data synchronization.

BT = % 7A?lE, RETI0 olg = M= SR 2ol = el = VoLoT = &= J2r, High
Availability:= R81 o|s}ol|A] R82& 10| =gt 7 L-ollgt 715 tHVSLSE HAR
Heke & Qlgyrth). VSLS(Virtual System Load Sharing)+ Active Virtual
System=< 12| #lH o] 4o 455 =olHA TR oY W& AlEsta,

High Availability= 2E #H e} Virtual System©] Active/Standby& 525+

A& 5712k Yt



=g S 2E 9| 7R E

VSX S AE & oldlsteH &2 FeAHE WA fEde Al 55U ¥l S AEE
= o149 T & Aol Efllol & Fol st Alo|EgllolH 52 5tA otal, Cluster
IP(Virtual IP) 2= 214 IPS 7F-Ut). QR oA YR Z 7l= Egfjge o] 97 Cluster
IP2 =251, REof upat 2| E A7 dol HALSH H HX 22 B A gyt

B2 UjRo|A QB2 7}= Egju = Cluster P2 Ut 2z #lH| o] olE]g| o] Aoj=
alFRE = [P7F RLATRE o TP= Sl HES OfAI O, mlw|7]g] 12|11 e

A et A thez -2 008 M 22 Wi sl 24t

=

SX S| AHE F2o| 57|53k Alo|Efo]&& 7ol stH7E o/ t-& szt A A&
12}, gt VSXoll A= Virtual System-Router-Switchet 11 QIE|H|o| A7} B &
Rl o] FAsHA Z2H|A Y- A Hrh= Ho] 7Y Z ’ido = sde 7HE HA
JAHAZ M= peer(d]o]) k1 BEYTH VSX& 7Hd =] QIE|mlo|Anttt 7V IPE

HIZd 5L, 7Hd 3219 AE] Hlol&& e HiHe] mjol 2 F7]ake

=
>

>



® Virtual System 2 @ Virtual System 1 o QHY o 2tH o 2% Cluster 2AEHHIOIA ® Sync @ VSX
Cluster Member 1 ® VSX Cluster Member 2 o VLAN A®X o HESRA 2 0 WHERZA 1



HE AE — 1P R4 B3

2o U=9)aH3 A AZo] 43e) Dajoln], B3] 1P F4 Fol 0 shof Fuic.
VSX S AHol AA| [P2} 74 [P7h 5 W skA, VSX7E 7Hg A Atole] Warp
Link [P 502 ujgs) F02 Bo] ZolEUc 22j28 WE 2t A 741
242 ogYct.

=718 Y EQ] A (Synchronization Network) = #H 7+ e 573} glo]gHE Y2+ &8
HEZ AUt SHAEE A3 FT o AHstH, W E F7H-A AT uff uiE 4
AEUTL o7]oll= 714 HIEN T ojyo| A= 7] = 133 [P & Aof gyt

Y1 =4 Yl EQ| 3 (Internal Communication Network) + ClusterXL 7oA 57|35t
HESZo ool B3t 7Hd UER AR, oJFos Holx] o HlH o] &7 JHiE
AAlstA FAlsHA of U VSX7F 27| A8 A4 o] IPE Abs vidst=tl, 712452 [Pv4
192.168.196.0/255.255.252.0 (A C 471 H )03 IPve=

FD9A:: 1FFE:0:0:0/80 YU Tt o] IP= Virtual Systems TH57] Hojut v} 4= Qlu1, Ak

Virtual System= M=t B8 e o sa . 124 73 A& wE7] doj o] 7|2

917} 93 Ul E9] 3 ojriof A 2:0]7] @A] HHEA] Belslof [P 252 1E & gh

7H3 1P 4 (Virtual IP) = 9E Y EQ|Fo] Ho|x 93t [P Yt} Ay d4%

A BYlof tf-g-soF skl f- &%t next hop &= sfjof gt

_I



7|2 A2 tiF-E SmartConsoleoll A kAT, S AF Ho|& Hiit= A 22 B2 #e
LI( vsx_util )7} o sttt Wijo A JEjE Eo{ttE = cphaprob state 22
I VS HEAE 7|0 ® Saetnz, Jdat wj= ysenv 2 Oi4f VSo Soi7F
gRIStAI L. A S8 AE+= SmartConsole2] VSX Cluster Wizard2 TrE+=d,

H 1 Main Domain Management Serverol] <438 New Clusters A| b5t

od I
Tl
rlo
@)

r.l

i Ml B M O o
o,

P

rlo
=g

mlr

ox.
o

oA AR 2 Qg Tt General Propertiesoll A 221 AE o] S(FW-E4E2t E7,
A4 58)3 IPv4-1Pv6 Cluster IPE 5taL, o]F -l Ejmo|A-EE 225 Aot H
OPHANS ofbx]H 22 o] 4442 SmartConsoleo|A] HIZ £33 4= Ql&U .

Aol dotE &5 & 7FA| 2 2 oW, ClusterXL FollA = e 57|8H2 A3 1A W
Ae] Hgke] 27 S-S 12 4 Y3 UM A ClusterXL £4-2 H|ZA sk Utt. Topology
Blo| Ao A& QlEl#|o| A9}t Bt E S Hojstd]|, BRES 713 u Propagate route to
adjacent Virtual Devices & #H o] 7 Fx|ol]l 1 H2E &8 x| 1F A2
AU EZ2A S 2hoy HHE A5 AMste A2 7ROz AR AT, T

A
TR & Mt e X0l B8 =1 Bridge ZEolAE & 4 glsuytt.

NAT m|o]Z]of| A= Virtual Systemol|A] 42+ mjZlol] Hide NAT©o|L} Static NATS A%
4 15Ut Hide NAT2 WFollA A2k 27 5185tH Alo|Edo] Fl&2 &7 &5

7}Vs3k 74 TP H 2 &2 4 91, Static NATS A ZAE 28 2ol 242 1:]

H2Heh o} Bridge =2 2thH VSX Bridge Configuration©| A ClusterXL £X Z}-4]
(Active/Standby)U £ L2 & ZFA|(STP/PVST+) S LS U THAIA|SH W-8-2 Bridge =&
).

A B [PU A B YIS v 32| A Hoj|A] vsx_util change_mgmt_ip - vsx_util
change_mgmt_subnet &, W5 54 UEQF IPE BFLH™ vsx_util

change_private_net = & UTH


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-vsx/13_VSX-Diagnostics-and-Troubleshooting.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-vsx/12_Bridge-Mode.html

@] 27}e} 47

U E Z7h-AAsE7) Mol BEA] T TRt Be) Aol B4 1A eotok dut.
DB7} @7 9127 vex_util ol B2l DBE 445k 23] Byt

HHE Z271e gis A B E A5 5 25 SmartConsoleS @1 72 w12 (sk100395)
StaA], Ba] A olAl vsx_util add_member = AUt 2ok vsx_util
reconfigure 2 A RIH S HAJotal 2R E3F FH ZF #Hof A cphaprob state = JEIE
shlgtytt. VSLS ZE=eb mhx|gho]] ysx_util vsls 2 Virtual SystemE< A HH| o]
A=A afl oF k.

HHE A7 wl= SmartConsoles 21l W5 t}-2, Hx] 1 HlHjof|A] gfo]HAS

2] sllof gy h(E2stA] o™ AAT 4= glsyth). 12jal B AHoA vsx_util
remove_member = A3 Qtjo whe} Sl AEQ} WM E 12W FHuyoh Zud
SmartConsoleol| A 221 AE Z2149] Cluster Membersoll 1 #l¥ 7} AlgbA =] SHelgh ot

vsx_util add_member M ZH =
vsx_util reconfigure M g 24 (0lF HEE)

cphaprob state 28 HHOIA AEH Zol
vsx_util vsls VSLS 25 : VS =t
vsx_util remove_member HH MA (HA 2toldA 221)




Z| A €] v}3t7] (VSLS <> HA)

VSLSeF HA Ato]o] ¥igtof|= 2] AHQ] vsx_util convert_cluster & &Y T}
(vsx_util o ZE 5t9) P2 Hao elm i Aol Fal=f lsunh). 9hA T3S R81.10
ol A} At Ax] &= VSLSHH 7H55t 1 HAE o] =3k A -ojut & 4= li=t)], VoLo=
HAZ ®%st= 22 7Fsdy o

VSLSE HAZR HHt= 552 o]g &Ytk A vsx_util vsls & "Set all VSs active on
one member" 3202 RE Active Virtual System< 3t ®lHo]] Bopgd&uct. ke 7}
A olA cpconfig = Per Virtual System State2} Bridge-& ClusterXL
Active/StandbyZ 1131 cpstop ; cpstart 2 AH|AE AR THo ) H Y 7}
Aol £ &Y}, nprjeko 2 Ta] AHoj|A] vsx_util convert_cluster 2 S AEE

High Availability2 #HgHghct.

vsx_util vsls VSE & HHOl Activez Z2S
cpconfig o8 : Per Virtual System State HIZ 43}

cpstop ; cpstart MHIA THAIE (H2LH |Y Iis)
vsx_util convert_cluster VSLS > HA 813 (0%0A HA &

Hiti2 TIAE VOIO= Are i+ «A7F A9 Hdych Z dlol|A cpconfig 2 Per

Virtual System State®} ClusterXL Bridge Active/StandbyE # 1 cpstop ;

cpstart = A A|ZFSH &, TE] AH{of|A vsx_util convert_cluster & A3yl HFFoll A
LS S Y5t HEe FAgc) ojuf Vo= ool w5 =oAL, of ol mar

Active2 54 & 1 & H 2 HHE AEF Y. o7k Active/Active Bridge 2 E2] VSU

Virtual Router7} Y1 2™ VSLSE #H&E 4 glgUtt.
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VSLS AHA| 5] B7]

o] 7| A FEl+= VSLSY] 52 H2lE & © Zo] Sothayri(o] HE= Scalable
Platformoll = 285 %] ¢ko™, Maestro-Chassiso| A+ gClish set cluster

configuration high-availability mode 3 < &UT}).

VSLS+ Active Virtual System=2 o2 ®Ho] Uy Egjgs 245t

ol F3h-Bx g HES BT FUTH

New, £

rlr

Virtual System Load Sharing is a cluster technology that assigns traffic for Virtual Systems to
different Active VSX Cluster Members.

)J'

£35] VS7} ’iH 5 Atolof| A5 o2 FHljiE|o] Bk dAo] 7o HQ glil, & A9X|Tt
B3} FAko] FHH, & 71 wjnict M A 853} o] F3H7t A Eoldytt. 3t 714
Aok, Per Virtual System State?} 1% Aefjol A= Virtual Routers, = o1 VLAN
STETHIOI 27T G virtual switche A aH Al e Ayt =3 VSLS7E AEE 24
H ot 2E Mo BE VS7F 24X Y VLANC 2 A= A3 Ad=) flojof gyt

H=2l, 7k5A], 22| M| ZEx] el

10

ﬂJ-{o

X4 9](Priority) = o] H®¥7} 11 VS9] Active-Standby-Backupg &S0 thet A&
= 22 yepdyct. 00] 7P o} Active® T2 W, 10] StandbyS T2 W, 2 o] AL
Backup2 TE TR0 27T GoN Al 718 A otandby= aer =1 30| 1ok AUt
7}%21(Weight) = VSrttt Egjd- 2617t 2= A& Whdste gho g, R7AR 715AE
& VS= &4 "iHolA o B2 AHS 2HAekA YA VS thE #id 2 24k gy 7|2
7tEAE 25 1000, fAeRet 7SR B HE] AH Y] vsx_util vsls 2 HRgUH

VSLS+ 7129 Active-Standby©ll Backup A EiS H&Uct. 342 BackupS ZH VS
A A2 ZEA T A ElolE F713he WA et = AdYHh S Active®} Standby®t
FHl Elol &S 57185, Backup2 43 o] ERt Hrs U o3 A siA 5713t
HEQ|Ao BotE Sy



o HWH 3CH-2 3 VSl VSX Cluster @ 1S VS1 = Active o HH 22 VS1 = Standby @ HH32 VS1

Backup © ¥ HHOIED e AEf HOIE SJIs
251 242t Zof AlLi2|2
7 Hlol A=, B 3do]] VS 3717} ek A REY = ctives ofLH4

ToT Habrt 12 HYch VSE vHEH VSX7F A5 2 2 Standby@t Backup AEIS
5] the W Sof eyt



o ¥BH 1 o0 HH 2 0 BH 3 @ VS1 Active ® VS2 Standby @ VS3 Backup @ VS1 Standby VS2 Backup
® VS3 Active VS1 Backup @ VS2 Active @ VS3 Standby — HOICH CtE VSIE Active

B stz £o, VSLS7L o] & A& O Hiw 7t Bd VSEQ Efjg & ZHzte] Standby=
Byt 2435] 57]3= AW Standby7t ZA] ActiveE HH o] TTE Sl a s g a10]
TA 5k, 5o Backupol Standby® 22k} All Active?} &3] 5713 U



®© WH 10 BH 2 0 BH 3 @ VS1 Down ® VS2 Down ® VS3 Down @ VS1 Active ® VS2 Standby @ VS3
Active @ VS1 Standby @ VS2 Active ® VS3 Standby — HH1 &HOf Al StandbyJt Activez =3

Mg Vo ol == g = up7kA 2, 2 VSE 27| StandbyE #| 2 2 #5k1 Backupel
A} Standby7t &0 &718tekH, UM 2] VSE2 9T glo] A& sy



o IH 1 0 8WH 2 o WH 3 @ VS1 Down ® VS2 Standby ® VS3 Backup @ VS1 Active ® VS2 Backup o
VS3 Active ® VS1 Standby @ VS2 Active @ VS3 Standby — JHE VS &0 Al 1 VSO HYLH

AT L VS7F ThA] Ao Al AR Efe] Bk 24t 22 HEoiy.
VSLS BEZ MAs}|

A FH2E HWHE D25 5, ZF WEolA cpconfig 2 Per Virtual System State =
ok &Yt} o] A7 o] Active VSE o2] "l o] FiL VS H| L W Z 715517 5k,
VSLSe T4 2AJYUTHA H AEH). 2tH8 SmartConsoleol| A A VSX S22 AEHE W
m General Properties®] VSX Cluster PlatformoilA] Clusterxl. virtual system Load
Sharing = & o1l BPHALS ek& gt ot o]o] A T 23t Virtual System(Z} Virtual
Router)S TH= ], #H2] AHollA vsx_util vsls 2 28]S 24t

cpconfig # 2f YH: Enable Per Virtual System State » M=FE
# SmartConsole: New Cluster » VSX Cluster Platform = ClusterXL Virtual System

vsx_util vsls # 22l ABHOA S-S X =&




vsx_util vsls & VSLS A% 9] Ths =7yt &) VSLS #4 E7], VS& HH || &5
THI, = Vo= of THHof Active® X0 T, MNE Vo] TH= /Te A =& A8, Active
Up/Primary Up m= Agr, Jelal VoIS 282 CoV= import/export sh= 2de L5
g o2 sttt CSVE WEWI S0t 7% gio) Bxksl Huf A& wids AL o=

Fej2elol $7 4 Jguick

VSLSO|A{2] Virtual Router

=]
B
VSEo] st Virtual Router 1522 Hof &7 Eejguct. 152 7H5x]+ 1ol &35
VSEo] 93ke =n, 12 cholZ mly 7t Bujjy} o2 H Ut}

o]



HA BE°} 315 S AET

High Availability 2 Eoj|A= Virtual Switch® 22]AE2] 4 o= F45), Active
¥ 9] Virtual Switch7} E2jg S 2]kl HY 2 A] Standby ®H¥ ] Virtual
Switch7} o] o5t

@ Active VSX Cluster Member @ Standby VSX Cluster Member o Virtual Switch Cluster @ Active
Virtual Switch ® Virtual System 1

27} 14Ut stus TS VEAN g A (Monitoring all VLANS) =,

7
2 3.2 VLAN IDT A5t 52 25 VLANC 2 5] o &&351A 924

7| 2A o
Ao 2 Fotuls AYUth o2 skt VOIS S o120 e] Corext. 273 o2, Bl Bab
273ollA Fo A2 VSEol 8| 24 sh= AdY.
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23 A (Link
Aggregation)

Working with Link Aggregation

SIE{H|0]A £El(bonding) 0215 H20, TN S=TETHOTN= ST T

—_— -

E{H|0] A (bond) 2 F= 7| YLICt O|F A F2H 2AEm|o|ALE 3 FoHo] Ciblet 0| St

o
ot 22| QIEHIO|AZR E 7ttt +ECE NS BOSE + USLICH



Link aggregation, also known as interface bonding, joins multiple physical interfaces
together into a virtual interface, known as a bond intertace. A bond interface can be
configured for High Availability redundancy or for load sharing, which increases connection

throughput above that which is possible using one physical interface.

— AdminGuide, "Link Aggregation Overview" (p.240)

g0l WA AEsHH, bonde shhe] 7MY QIEE|o| AX7 7 525 A [PF MACS
T35t 22 QlET o)A F3o]a F2AE|A bonde Z-2 Bond IDZ AEHEHYT} 1
55 =g o2 533t Ao bond AEH o201, FZo) &3 ZF ] AEHo|AS
%< 9lg#lo] A(subordinate interface) 2} F 2=t T2 QIEIHO] = A7] 1D7T o
7490l wket 22 MACES 35 3Uth 5tke] bondolle 4 QIEJH|o]AE X4 17]0l|A]
2o g7W7HA] W& 4= lom, SejAE WHnitt FY5 T4 AEHo|AE 22 42 &

P
S
r
o
it
O
Ia)

172.16.16.16

® 22Xl @ bond 0 @ 22 AH

Edjo= F 714 ZZko] 9l&Utt. High Availability(Active/Backup) + QIE{#| o] ALt
B2t A& W o|F3E BASHH A9 o|F3 A Algd Ut ¥HH Load

Sharing(Active/Active) 2 ZE QlEjHo| A7} SA|of] A A2 M2 T2 A4S A
A2gE Fdietst=dl, £91%] o|Fsh= A ¥stA] 5Tt



High Availability 29

S AElE 1 AA|Z VSX Gateway 452] 0| 2315 AlZatA|gt, &3 FAE of 7)o T
OTEROT o NE[H[O]2 7FE = Abs H[E R H 5h= QIE|H|o]A-AQ]%] o]Fol&
‘3%“4'1}. HA 290l|A= 3 Hojl shito] QlEjm|o] AR B/do|n, B/ AE|u|o] 27} ZA
%< A m| o] 20 FA FolE ZA|5HH L ClusterXLe] CCP(Cluster Control
Protocol) keep-alive #Z1 2] £441 AW E ZHA|5HH ofjd] £4 QJEjHo] AR
Hd et o] ZEE ClusterXL¥ &7 2 A (fully meshed) EZ 22| 2 HjZ5}H
NICeF A91%] FFol| Z5HZQN Mg S F= AET o]F2HE d5U T

o AKX 1 o AKX 2 0 WESRAD HZE 1 0 WERIA HE 40 HERT HZ 2 0 WERZT HE 3 @ VSX

Cluster Member 1 ® VSX Cluster Member 2

742 VSX Gateway(VS0) HE|AEo|A CLIZ stv, S AE2tH 7} wiwjol|A] Aggghrt.

HAE 9olAl+= mode Tet|E]o]l active-backup = HFUCH & 552 29 152

TS, A7)0l 4 QEHo|AS Y (o]uf T ]TEN[O[AF0] T /g0l 220A AT
Gul A SEOFOF gt th), Bert A2 A=) E91%t 5, SmartConsoleo| A]

A AAHE AAst= AUyt Aes 32 R82 Gaia Administration
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7|1& FAHS BEgo g viE ufj= MZ THE bondol] FZAE T = Virtual System-Virtual
Router-Virtual Switch Z4A4|9] EZZ XS thA] Frofof ghujct. A7} 2] o™
SmartConsole°ll A 213 st = 2|5, Domaindt 7Hd G217t

AHol| A vsx_util change_interfaces W& & 22+ WHo| A w5yt o7t 20071
Domain®ll 7Fg x]7F 7% = MDS 2H7gol2hH o] igo] B= sl A 9] QlEjHo|AE
A bondZ 2Hs WA FU Tt o MDSol| A= o] o] Ad-55te™ =& Domain
Management Server?] ZrZo| & lojof 522, = SmartConsole 210 E= TA

T et




Load Sharing £49

Load Sharing2 QIg]Ho]| A o]F3to]| tjsl ofg| & QIEjHo|lAR Eaid & EAMIUT
E QlEjyo] A7} P4 FAlo] 1, EdTS [EEE 802.3ad =+ XOR &0 whe}

HHlE U 7iE dZnitt £4 T4 QIEjm|o] A7t A Ho] O AA2 A H

JAejHo] AR X2]=H, 1 IEHo] A7} F 0 Eajjgo] i} QIE{Ho]AR Hoj7lE] 1

JEHo|AE 7|E& Ecfju g A& X2yt

Load Sharing 2=+ Al 7kA Yt} Round Robind &4 F< QIE]H|o]AE &AHE
Aels} i, 802.3adE LACP T2 EZ 2 Alo|Eglolet A9 7+ A S s ZAsHRA
/g Ejmlo]AS 52 02 &-85tn, XORE UP AJH2 BE £ QEHo|AE &4do=
T3 A A AR (L29] MAC XOR £+ L3+49] [P-2E)oj whet Exfg S uijA gy ct.
A 552 HA HI%6HE, 29 254 54 dEsolA&E HF F YAl(critical)

QlE]H|o] A 45 A 9)5} 1 Performance Packe W Fof ojujUE| S AAst=
= 7}
=

o
2o

o] 7] A dA W4 AE]H o] A(Critical Required Interfaces) 70| 23Ut
(ClusterXLoll A9t 2]9). Load Sharing 2E+& Alo} Q1= £ QIE|H|o|A £7 A 243t
ofgfj = HojA|H th2 2 2 7hE FHuU ). YA|SHA] 2o n7lf QIgHo]A BEO] A &3
n-10]2}, QlEjFo] A F 7t ] Zo]%(n-27} GO W) BEE Ax|7} theo g XaHyrt. o
A2 QAEHo|lARE EFTS AFT 4 ATt JARNS - HYdf o]F3E =Y &
A=, Hdf o Edid £S5 F

o] Zr2 $FWDIR/conf/cpha_bond_ls_config.conf I}Uo]| <=2Sg> <X = =xgts>

Ao g2 KLU

# $FWDIR/conf/cpha_bond_1ls_config.conf Ol Al

bondB 5 # == 70 = 3040 E2WH =2
= (SRt

bondl 3 # S5 64 440 =29 O

QlEjs|o] AE CPU Zojoll A o2 1A (affinity) sh= o]

l‘_.

45Ut 7H5a QEfso] Anjr} o} shLtE AgAI7]E, 23] Qe mo] A7} Fojrr)
Bom YN Foj7t 5 oAb W& LT ojuf Ui EEo} o)n Broja 22 ¢jx|of Y

AE{H|o] A5 oF o2 Fol 2 Fof7t 22| 5HA| 3k Zo] eyt 2= W %



Ql

L .
z

Emlo] 20] $4

2 9]0l UehLbe

cat /proc/net/bonding/<2E%> O F

QlE|m|o] A7} el

S}ol sk



o= BA 5tA, ClusterXLo] CCP keep-alive TZ! 4241 A S 747 5= 79yt
mef 2£E Qo) thE 4 QEFo] AR HolZb A S| AF R 7 Hd W7}

3 ez ARt E = L H = o|FA J¥EHUT 84 T4 JETo|A b FAE
AAsHH 2271 ofje] QIEjHo] AR F7| =1, o] BE UHo] HdHz} thE 74
JHioll= Gl flsutt. ot 2of Sl= S5 fIEwo[2 =

£ SoloE HH = 3P 2H6la, o] QIE|Ho] AnpA] Al A Holl & HolH =iy
b o d o7t dojdytt. CCPE AlZtE = oY @+ ThE w7 2] gk wivt
Uojub=tl, ClusterXLo] CCP 37! A& Al & 2E s ¥ E o H, 34& Qholl 37t
TAZF A = oh 2 W E oY w3
VLANO]| tisiA = #lY e H7F A1 h g U} ClusterXL-2 VLAN IDQ] A7 Alufju} EAI
LFE G Do u HdHst=t], 7[EAoRE 7MY &2 VLAN 1D} 7 W2

VERNTOTE AT L . o ito] sl ol 4= Eoja Sero] 7hulg) o] MAo] vhealsi g,

o] 4% %|il-2A VLAN ID°|| thet 292 474 AT AR "k A7t lsyh
s
2

o 2HAE o bond @ ® VLAN 1  VLAN 2 ® VLAN 3 ® S-1 @ S-2



Cisco 29 x| AA

Load Sharing =5 22 £9|2] £ gh3|of gt} o= Cisco £9]2] o|A]o]H
(st e »dl-0S A Cisco 24 F11), 802.3ad(LACP)2} XORS] x}o]= z)id
% 2E7) active Y on ok th.

# 802.3ad (LACP)
Switch(config)# port-channel load-balance src-dst-ip

Switch(config-if)# channel-group 1 mode active
Switch(config-if)# channel-protocol lacp

# XOR

Switch(config)# port-channel load-balance src-dst-ip
Switch(config-if)# channel-group 1 mode on




<Al sl 2

2o ZA7F o)A =™ Expert =04 cat /proc/net/bonding/<bond id> = JEIE
sYo A7 Aol F2 37t A=A &lst=tl, Gaia Clisholl4]+= show cluster
bond name <2E%> , Expert X E0|A= cphaprob show_bond <2S%> 0= &3 AE|7}
notl & QIE{H|o|AE Zlo} F|o]E-stEgo]-AQ%] RE A Z AT} S|4
HH7F £ =4+ show cluster state (Clish)U cphaprob state (Expert)2 2?15t

ActiveZ} obd 7} 9 0™ R82 ClusterXl, Administration GuideE gt}

I 719 A2, £E EES HIAY T4 EF oA EEof 76t i AR o]
Qo st AYYUTEINE F4 AEHo|AE AAT wi= ARl B U, =&
e Ae) #Hstet 1Y 2B+ Logs & Eventsoll 7| Zg Yt}

cat /proc/net/bonding/<bond id>

cphaprob show_bond <bond_name> JHOlA 23 AEf (Expert)
cphaprob state S2AH HWH AEH (Expert)

AR o 2 AQJX] & FoJ7} st QlEUT. AR A= UFE 2E HAdH Al A4
Aol A7]=d, sig QA EjH o] A2] auto-negotiationS LAY LB Cisco 29|04
PortFastE A A2 A|7HE 29 4= A5 Tt PortFaste & A91X|4 s|H =
TEo e TEols 2o 2 or AU, 1131 49 STP 271317} ¢ g ofof sl
PortFastE 2H =2 Fx7} A7 sfiZlo] A& 7y S48l 2= U EH 27 v E 4 Q7]

T EAUTHEES} A9 2]0) 4 Trunk2 HAE 492 PortFastt 287 k5.



VSX kl ‘,_] =] A g]-

Optimizing VSX

O] ME{= VSXel Msg T gort xerotes 7|55 CHELICH HIE2|9t CPU XS S0

CtE= 28, SNMPZ 714 FX|E ZAISHs &, 32|12 Jumbo Frame 2F0| S iLICE,

m®22] 2 ®7] — vsx mstat
vsx_mstat -2 VOX Gateway /| 2= Mol s aA4 o= o] & Oor (Expert

oA A3, A| 2B} ZF 71} A7 dopu RS sAex] SHeof 2 4 9lig], A
AreoRs WA = UﬂEE](MemorY Total)e} 718 W22 (Memory Free), A A-7+& 2%
mze], 283 29 Ag 35 (Swap-in rate) 7t YUt 7Hd Fx] & VSID 22

U s, of VSID7} o %] QA= vsx stat -v = AT

2o HHE cpyiew BE 2 2 9l&Uth VSO AEAEA cpview = Ald)5H
Advanced > VSX > VSs > Physical-Resources & 5°]7}'H Virtual Systema} Virtual
Router?] W2 g] AH|7} EA|FH U}

r&"

vsx mstat # VSX Gateway OIZ22l JHR (Expert ZE)

vsx stat -v # 0{™ VSIDIt ™ HXICIX =0l
cpview # VSO HEAE > Advanced > VSX > VSs > Physical-Resources
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CPU A H7|

R80.40%-E] CPU Resource Controle] CPViewell 3= l& Utk HA VSO HElAERZ
7t=dl, Expert 2E0o]|A4= vsenv , Gaia Clishol|A|= set virtual-system 0 = &
cpview = A&t -2 Physical-Resources §.0.2 Sof7}H Hut}. of7|A & 71x] TPO
M aas] o= oo dofof ghuth. o] gk top WA Y @Y CPU 7|2 9] MR g oz},
o2 Fojof] A3 AREFol gAY A& S Zoi7t 471]Hl VS1o] CPU0< 30%,
CPU19] 40%, CPU29] 50%, CPU39] 10%E 2™ CPU % ZHol+= 130%= ZA|H Yt}
utatA] ATOTESO] TAS] CPU AMaE= oW Total Resource consumptiond] CPU %

= 19 T HOoF gyt




SNMP 24 &

VSX+= SNMP vl-v2ev3E BE BREOAM A at, BEs Al 7EA| Yt R E9] tol=
SNMP dj&o] o)A Tr1}, 1283 o] [PE Aolst}o] &t}

Default R Eo|A+= G[=0 ateway RS . VS09] dj&o] Z+
7Ve A8 7H-E Ho]&(VSX SNMP Eg])& 2 9131, BE Zol= VSX Gateway
P2 Byt

NS0
eth1

\_’ eth2
Q)
eth3
Lot
eth4

® VSX GatewayZ SNMP RE =2 2= SNMP MBl @ eth® @ VSX Gateway @ SNMP O & ® Virtual System
0 ® Virtual System 1(ctx 1) @ Bridge 2% Virtual System(ctx 2) Virtual Router(ctx 3) o
Virtual Switch(ctx 4)

VS REo M= Z /M AR ojct 2h7] A AEA Mo SNMP Hl&o] Ut Zoj=
o}75] VSO IP(Ale] Efllo] QIE{#Ho]A) = BUE VS IDE 7| A5k, Aot slig Fx=
AEHI FEE 22 Alo|Efo] JEHo]Az EotF Ut VS REE AE Default 2=

Ao} 752 ZofEA Y&Uh



eth2

eth3

eth4

AE @ eth® @ VSX Gateway @ VS 0 © SNMP O & e UDS

fol

o 29

vs-direct-access B E+= VS BE7} #HA Q1S wjtt & 4 3loH, = O irtua
Systemol LT Virtual Router Aol 1P A4 a9 o 4 A gyt



eth2

eth3

eth4

AE @ eth® @ VSX Gateway @ VS 0 © SNMP O & e UDS

fol

o 29

thet 22| AE | A= Virtual IPERF 293 4 911, [PE 7HA 7H =g o] 7hsstng

Virtual Switch4 Virtual Bridge+ /o] of'dUytt.

A2 Gaia ClishollA] SNMP olo]HEE A § mEE 2= AUt Default= set
snmp mode default , VS “E+ set snmp mode vs , A& HZ2 #7]o| set snmp vs-

direct-access on < Gt SNMP v3 Aol S 2™ USM AFEALE A olslof 5=,

= A o5 / JA= set snmp usm user <0|=> vsid <VSID>

2 A sloF FUth7|2A o2 58 %= } o1& Uth). vs-direct-accessE AW Virtual
Systemo] 2& Q|| o] Ao]A4 SNMP A& Htomg EX QE|Ho]AE vtal o™
o]l SNMP 2+ 212 715yt



# SNMP 2= & X (Gaia Clish)
set snmp agent on

set snmp mode vs £ &= default
set snmp vs-direct-access on AE BI2NA £ W

set snmp usm user admin vsid 2,15 # v3 USM AMtEX0 3is VS XIS

#
#

Ao oAl & B R} v{Hof w2t FEj7F ghE Y VS0 IPE v3 A2lE& & W+ snmpwalk
-n vsid2 -v 3 ... 2 SNMP ZE|AE 0|50 & ysidN = A5t vl/v2ec AolE &
= snmpwalk -v 1 -c public_2 ... A HHFUYE o]& Hoj VSIDL VS o|&& Hu|ALZ
EaOor (o] "ulAl ARUEE 215 AU, 7 A P2 A 2o uie 1

29| Virtual IPE tid o= BHuUlH, 24 X9k 3EdUH.

# VSO IPE2 v3 &2 (vsidN = SNMP HEHAE)
snmpwalk -n vsid2 -v 3 -1 authNoPriv -u admin -A abcdl1234 192.0.2.5 ifDesc

# VSO IPZ vl EQo (HRLIEIN _VSID &OIAH)
snmpwalk -v 1 -c public_2 192.0.2.5 ifDescr

# Jtab &X IP2 &E &9 (vs-direct-access)
snmpwalk -v 2c -c public 192.0.2.81 ifDescr

vl/v2coll A= ARYE Hu|Ab F5ol F2lsof gt} ol & 17] A& AFUEZ}
private ©]al &17]-27] AHFYE]Z} private_1 ©|™H, VSID 1892 private_1 It

private_1_1 ©] AH5 AYAIE]o] "private_1 O] Mo oA AL AN K] A 52 < 4 ALY

| LE A Ao w= &5 FAloll eyt VSLS 2 AHE VS0 Virtual IP2

A oJstH Active HIH 9] VSO07} - F s, Standby Rlwfof| A Active?! Virtual System-
SHA 5Uth Standby HH ] Active VSE 22|31 11 7l o] A IPE M of
gyt =3 SNMP E3i2 VSO AT Al g th= A= 7] sl|oF ey

7HS FA| oM JEE oA SNMP Bk o] HFAERJE MIB ot 2 =2]2tof gyt
MIB o2 VSO ZAElAE Q] $cPDIR/1ib/snmp/chkpnt.mib ] A3, VSXC] OID=
.1.3.6.1.4.1.2620.1.16 AUt} oA VSX Atel] H|o]E-& vsxStatusTable , W22 A

Hlo] &2 vsxStatusMemoryUsageTable 2 Zo|gtct. 7}-2-F E|o]E( vsxCountersTable )



o] 7YAl F7]= $FWDIR/conf/amon_vsx_refresh_interval I}LojA] A5}H

Jumbo Frame 2%

VSX+ Jumbo Frames A|¥5tH NIC Egtol¥ 9] |t MTU7ZA] A& 4 &t
AL o] A= o] MTUE HHE Lol whet ohE LT

VSX supports Jumbo Frames and lets you configure up to the maximum MTU of the NIC

driver.

Virtual Switch®] 7%, Virtual Switc = H A710 4= Warp
AEjmjo| A7} BT 2502 A gho 2 M7 guct. J2A] Virtual System Zof| A&
Warp Linke] MTUE w& A& 4= gl& Uyt SmartConsoleol| A Virtual Switch
A S Fof Topologyoll A QUEjHo] A5 HZISFIL General B9 MTUE BHE H Al S
publisho}™ Hyt}.

Virtual Routert Bridge 2. E Virtual System= 22 W4l 0 2 ZWA|E Ao Topology©ll Al
I Ho] A0 MTUE AR ottt o] 2 A4 & 3T ZA|oll Access Control A2-&
A ol oF A& U th(Virtual Switch publish§r2 & %8). Virtual Router?] Warp Link
MTUZE vt JZAH Virtual System £ Ao A HA gL

o2
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By implementing native Layer 2 bridging instead of IP routing, you can add Virtual Systems
without adversely affecting the existing IP structure.

Bridge 2 Eoj|A+= Virtual Systeme] Q1 e =020 1P 72/ B & sie ooy, oot
QIEjH| o] A7} ot g} Virtual System AtAloll= A& 0 &2 TPE & 4 Sl=dl, o] 5tH
HE R Foll = ZARI5t= L3 ZUE o] 7hssid Y.

VSX+ F 7}4] Bridge ZEZ A&t} Active/Active Bridge BE+= S5 293
Atolo] x| = RmE utomA o] ZEE A 25}, Active/Standby Bridge RE= Z 2

o|Z3le} 21 W22 A ZotHA VSLSE mIie A A Y5t STPe] of] sHA|S Jol AUt}

Active/Active 2E — STP 7|4}t

Active/Active R EE T4 A9|x] YEQ Jo|A X2 vk A EF2! STP(Spanning
Tree Protocol) o 7|g{ut}. ufetr O TE= o™ U= —1o] STP/T Bt w ol A=
Al o] Qlojof st A Ysl= L2 TR2EF-2 802.1d, 802.1q, 802.1s, 802.1w, 121
PVST+U Yt} STPE UIER A st=gofol] o B A vjE-dA5t=A]= sid Hie] A&
sk "y
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Active/Standby 2 =+= High AvailabilityE 3#| 715131, VSX Cluster 27 ol A

VSLS9] A 2|ZS Virtual SystemEoll SAHAIZA YT A4 Q1 o] H2 57142l oY 2 H,
TOAT B A e o s O & ST o More A, VLS g, Ia1af VLAN
Herduch. §hd 7hg 2 3= STP E8] 328 Zitke YUt J2iM o] ZEZ Virtual
System= AT tl= A9]%] 2] STP tlo]EjH|o]Aof| A s Virtual System®e] VLANS-
Folof ER A QIEmo]A Bl A A2 2 4 A5H T

=

o] LE= tiit2 LEHT 79| 3A1F AT Bhol| AAAAHA Sofgtsy). AUl
oluoa} Eajm e Faue D4 ull Aglxe] Zof AR, Zojsh AN A AES ol
2HE 9] i 74]%, U2 g2 EdfgS b= o]F2 LAN £292]9] AN A AF2

U =], Active/otandby Bridge m o] VoX= il Alaol SO/ Zor g

e aryct 2h2E7F 22" VLANC & o8 Ezful2 2tuke Virtual Systemoll HUH,
AAHE EfE 2 = O-E 288 VLANS 2 A7} 2B E AA W5 5422 ot

O

B STP A2+ 5A5HA| ¢+ VLAN 31 dEHo]A HjE T o] R EojA 7H53tYt.
7} VSX Cluster ®H7} VLAN E A2 & o] o] 23} AQ|x]o| AZAE 1, T o ore] me
Virtual Systemo] @< VLAN =902 o ore A9 U High Availabilityoll &
w27t gk AL 0k Atejof whet Egfjulo] MM & FFslal, VSLSo|A= VSLS A Aol
wtet Ba17F W S Ato]of] BAME T
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Virtual System< Bridge =2 A A35]7]

o714 TIE 2ol Aore, Bridge e VIrtual oystem= Ao s oy g oNor
ke YUuch

You cannot configure an existing non-Bridge Mode Virtual System to work in the Bridge
Mode.

A7 2= Tegyth A Virtual System ZHA| 9] General Properties©l| A Bridge
ModeE Aestal th30 2 o7k v EQj3 AA o] Aej=t, of7]A <7 -uF
QlE{m|o] A5 gttt =31 Enable Layer 3 Bridge Interface Monitoring2
e, olnf F& P& IR8lok 5t BS o4 W EQ A9t 72 AHulo]ojof ghct.
a8 vpx]H Hyoh 312 RSIFE+ vsx_provisioning_tool &, R81.105-E+
SmartConsoleZ ¥t Virtual Systemol| = B2]%] Qg o] AE F7}5 4

WA HAFUH
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Multi Bridge — 3t VS& oj2] VLAN HaA
Multi Bridge= STLre] Bridge B Virtual gysteme 5o oo VLANG] et o =a

St 715 2=, VSX Gateway@} Active/Active-Active/Standby Bridge 2. & S&] AF 0| A]
A1 g Uct. Bridge =& Virtual Systemell &2]-VLAN QEmo] A5 275tk VAN
g H o] A T 7HE T} o] Z7}6HH Multi BridgeZt AHs 22 AYUYt. Bejyste = F+
g H| o] Aoll= 22 VLAN Ei1E AXstH Hyrt.

of7]oll= Z|AHoF & & o] HU T BE QlEH o] A7} VLANO|ojof 5111, Bz F+
VLAN E&J 3 Aloof|Ajgt k= 4= gl o, shute] Multi Bridgeoll 2/t 64%4+2] VLAN
AEjmlo]AZ YWe 4 &t T2l TT = VEAN Eg e M= 2 CZnt S/ AOF ot
TTE Bridge o= Virtual oysteme] e Eg 1ol 401 = & sia oo . oS £0] ethl.10,
eth2.10, eth1.20, eth2.202 A 2]} ethld} eth? E = B9l Zolg}, ethl. 30
eth3.301} 22]3a 4= QlsuUnh 32 Multi Bridge Q1Ej#|o]A 0] o] 22

brXXXXXX (X =2} FEi2 54t

-———ethY.10 T

—ethY.20
:r———-ethXﬂO ————— ~ -——-ethY.30--——-
L--—-ethX.20 ' ethy
! 1
L ethX.30 :
: ————ethY.40 ----

ethX | |

| ----ethY.50----
! |
t--—ethX.40 ——--ethY.60-----
t-——ethX.50
|
L ethX.60

© VLAN Eid 10-20-302=% Ec|Xl 3HE Jt&l Bridge Z2E VS o VLAN Ei 40-50-6022 Eec|Xl 3HE It
Zl Bridge 25 VS 0-@ VLAN EZI3 (M2 BHO20L AIE)



A Multi BridgeE ¥HS2H a9 Virtual SystemS #2]5H= Security Management
Servertt Target Domain Management Server©l| SmartConsole® <3l Al Virtual
System A& 11 Bridge ModeE A &3t H, Interfaces AJ4ol|A VLAN
OJEWIOV\%% —%—7}&4@ ojuff ‘A 5 TEHO[A= = E9 =
VIAN EfToToF 5}aL(oll: eth2.50/eth2.51 , eth3.508/eth3.51 ), &2 & VLAN EEIE
#of gyt of THE™ Access Control &S AUt} 7|& B2 & Multi Bridge=
B wj= YA S Fdof Bridge Configuration > Topology©ollA 2] QlEjso]A7} Qlom™
A7 sk VLAN I g so]A -2 o 715t 5 A2 Ax|shd gy

VSX £2]AEE Bridge 2REE A7

A VSX S AHE Active/Standby Bridge === SHEHH, ZF /¥ 9] Gaia % 47
oAbl A ClusterXLS AleighUct. o] & J 8 oF Per Virtual System State
o= AL Active/otandpy Bridge B st A5 o= AAS, #AA) ekehs 7t ms o)
CLI°IA] cpconfig & A3l Active/Standby Bridge & 42 &3yt 103
SmartConsoleol 4] VSX S| AH WA E o Other > VSX Bridge Configuration2 &
7}4 Check Point ClusterXL2 A&85IH ClusterXLe] £ 4] daie|Fo] AL,
A Rto 2 <2 AEE>_vsx HRS At

7|& E2AHE Active/StandbyE HHE w22 3HHol| A Check Point ClusterXL<
123 S A H, 2 WHoA| cpeonfig 2 "Enable ClusterXL for Bridge
Active/Standby"S A ei5l1 RS ot B2 Active/Active® B2 VSX Bridge
Configuration®l 4] Standard Layer 2 Loop Detection ProtocolsE 11211 g2
A=t 5, ZF "ujo A cpeonfig & "Disable ClusterXL for Bridge Active/Standby"&
Aeistar AR st gy

cpconfig # @ CLIOGIA Bridge Active/Standby &4 /HIE2#H &




VSX Ay}t EdjE4E

VSX Diagnostics and Troubleshooting

HelS Aop7hE 7[2 TITh Bxtet, X3 Ribh= R 7K 23T 2X[et

VSXUIM 287t MZAS

I
HEMS CHFE= HE QLT

— =

o 4 LR0IM HIRE|, OISO 2 S¢ot 20| HES A HZ EH|YLIC.

Most problems are caused by configuration errors occurring during the process of defining

VSX Gateway, clusters and/or Virtual Devices.

=

EASL BE npEAA B MY HalEo] Y&t 224 ol jdYe Axsl]
Hojl 1 g WAl S0] mE JRREn] WA Belsle Ao] Fadct. 279 3 £A17} 5

dAY] o2 EAIE E50] €o7= 497 B Wigel, Folo] EEgleA v e 28

=
A9le 2 ©l AF ok Fuch.

IMPORTANT

SmartView Monitorel|A] Firewall History®} System History 7}2E+= Virtual System<]
dlolelg 2ol £ gksuth.
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VSX Aol BAI7} o 4Ew thg 5RO US F5) Pt of 7|4 At PHSL B
izl ol 245 LU

7V WA ZF VSX GatewayH 22 AF HH A vsx stat -v 2 7|2 A4S g oH
o] 3t PP o &2 2 E Virtual Systemo] whglo] JA=A|, BE 7Hd A7} ActiveRl A, 2t
=HRE HRF A0 A=A, N7 RO HEATE oF Hof] &eldt
AU o]o]A] 2+ VSX Gatewayel S| AF R, 2] AWM cplic print 2
At o] a7k Ze Qle=A| gelskal, 2t S22 8 HHoA cphaprob stat = JHE
FUYt}. ool ®lH 7} Active-Standby-Backup©] obd o} e 2 12 H R82 ClusterXL

Administration Guide? E&|E48 e &S Zashlch

LU Y

£7 Virtual System2] AZoj| EA|7} 24l =™ 1?'_"E/\I vsenv <VSID> = T Voo!

Ael Ao WA} Sojzt b Weksfo ghich HUAES WE B £y getifs 2 1 VS
QlgjH|o]A B2-8 H1l, ping - traceroute © tcpdump - ip route - ip link &2 EZF OS
T2 A4 AHE AgYUH o] =4 E F 4= @A A2 E(FeY-SEA-EA A IP)oll
mel ch2A| SRR AS 7|olsoF Fhuic

AEjdo] A8} 2t 7t BE o2 Hol=d= A7l o, mijZlo] A|AHE Fileh=
NAS AH SoctEYch fw monitor -v <VSID> &2 o8] A AoA] tjF]S Fix]5tH e
mf7lo] o] A 2™ AU of2] ¥ HiE =0, o] Y& & Virtual Router® Fst=
371 S ™ Virtual Routerol tiaiAl= B 51| Ut ofA2te 2 tepdump & Warp
JE|T|o| AL ZE3TH EX QIE|T|o| A9 £4A il S B A2 ZAQ] G E AF A2

vsx stat -v . i £-H.5IC
cplic print

cphaprob stat

vsenv <VSID>

fw getifs

fw monitor -v <VSID>
tcpdump -i <interface>
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Aty EAlS

VSX Gatewayl} 2|2 ®8{2] SIC A=]7} QF ol w7} 3 MAjdych. VSX
GatewayES WH= T Certificate cannot be pushed. Connection error with wait
agent. #2257 U&= A9, HA VSX Zoj|A ] AHZ pingS €8 I9Z2&
gelsls] TEA AT T Vil 0% S enonA silof ghch(Htc 2 ¥ha] e oA VSX
Gateway® EUW+ ping 7|2 4 ojZo] oF Fyt}). 2= ot = Alo|E- A 2-1P-FXt
ZH]S OA] M3, cpwd_admin list 2 VSX Gateway] ZE A I EJE T2 A| A7}
A=A (PID7} 00] obdA]) ghlgtyct. AR At 2 A A7} oA Zete s FY 4
QEUTH BOF netstat -an | grep 18211 E CPD EZA|AZI AIZ] A T EES
LISTENSHAL Ql=4] U

M 7H &9 SIC A E| A2k VSX A7 miAbe] AA Ax] 27+ 4347 ¢
VSX Gateway2| AlZHAIZ 2L 7F AJAUY et SIC7F A2 25t ™ F 7]
UTC/GMT AlZto] dx|siof Syt =& ] /bin/date -u & UTC Al
AlZHdE A2 gt HARE UTC 7]&0] =g g Sy A3 4] 279 7
ol dAE A o] Asliof sh=tl|, ] AH oA cplic check &, VSX Gateway©llA] vsx
stat 2] "Number of Virtual Systems allowed by license" %to] 02t} %] &lgc}.

.|
il

A e 2}

)~

1o

stols)
(@]
°

W SAE7} Virtual System2 pingdtA] £& wi= <lo] oAyt 71 &3t A2
M= W= Virtual Systemole M Eas = 9e J1e g Aa(Delault Policy)o] Ao St
Ayt BA1S §85t= S A5k SmartConsole?] Logs & Eventsol| A VS7}
EgjgZ 5]-8ot=A Rlslof &Yt 1 o] A9)%]9] VLAN A7 o|L} Alol& &4, A
2B o] 2 2199, VS2| VLAN QlgH|o]Aof 2 A4 IP-YlnpAaE ¢dRlo] & 4
AUt ol tepdump S S VLAN QlE]#|o] Ao Aol Ezfjulo] VSX Gatewayol

LA U7h=A] ERlstH =go] Hut




7ba Zx1e] SIC A1) ThA] W)

jm

7 73 A= (Virtual Systemo|t} Virtual Router)2] SIC A&7} 74 A4 &7}
2o 2502 oA B 4 AFUTHAAG At sk34098 Fa). 2 55
TNOTE SN0l ZoNX] SICE Sl ol re] A ZolX of e A= S =,

ALyt

0%

rlo

il

martConsole HAS Gl OKE =o] A AI5AES &= of

rlr

H# VSX Gateway £+ 7 22 AF WH o] &3] Expert ZEZ S0t FH vsx stat -
v 2 i 7S AR 9] IDE &RISHAL vsx sic reset <VSID> 2 SICE fAlgU ). o2
e Mol Expert ZEZ S0{7}=d|, MDSZ}"H mdsenv <Domain Management Server>
2 g 7 Fx]S ] 5k= Target Domain Management Server@ B AES

HHE Ut o]oJA] cpca_client lscert & 7HJ #Ax]9] SIC o] && ol il cpca_client
revoke_cert 2 AZAIE H7|gYct npxjato &2 1 VSX S AEE Helsh= Security
Management Servert Main Domain Management Server©ll SmartConsole=

A& 7Hd BA AAE t 5295t OKE F2H, Al SIC 1547 THE01 A

Ao Eolofl A HY

# VSX Gateway / 221AH HH Ul A
vsXx stat -v
vsx sic reset <VSID>

# 22l MHOIA (MDSE SN HEA
mdsenv <Domain Management Server>

cpca_client lscert -stat valid -kind SIC | grep -i -A 2 <& X Y>

cpca_client revoke_cert -n <CN=...,0=...>
# 0|= SmartConsolell A 24Xl €1 0K » M CSA




ol s

Command Line Reference

VSX 20| M= =2 CLI HHZ Melot MEQUL|Ct A HH 22 R82 CLI Reference
Guided| J1, H{7|AM= VSXO| A XQl ASTt EXHE F0f AHBILICH 2= HAHOM o 71K
AE 7|02 SASC= MLt el

£ = 2Asl{of Sh=dl|, 2 oix| 017t A= vS AH|
1

He| 2= X2 "Xz 0= HHAEQIVME =Qloh= T AIRFRLICY.

& ®7]0] tish n]g] LolFH, FET { } = AF ohHE e dHot= FEHES | B

=
&), A4 < > £ AR & Aok ohe WS, diE T [ ] & A" FES SR

I8 A E & v L= vsenv

M ApE 2= wy AUt vsenv = Aol H| AHAEES A 7HA} Ax

|2 u}
A7} glo] Aaat 7|2 2x|el VS02.2 713, IDU o] 8-S F7 1 A% 2 Solzhrt.

# vse(2e)=z
vsenv 2 # ID 2¥ VS=2
vsenv <VS 0|=> # 0|EC=2 MsEt

ol TEmEC Z( 9, :2 5)0]

Z

-

A ?ﬂE—*.iEE Ho] FA, OTF Dol
“fw - ifconfig - route B SOl T Vog IR o 2t} Scalable

Platformol| A& 3 Security Group2] Expert ‘:Oﬂ A A3gsfiof gyt




VSX Aelje} AAS o2& vsx

vsx © VSX AAS Ho] 11, 7k4 @ 31 (fetch), #l2g] 2} S A|o] 5t= YH 2 & of 5}
B 7HUS. 7P Bol 2= A2 A dEi2t VS 555 o = vsx stat -v QU]
o] SHH oz »E VS7I A=A Activel A]- A& o] BE=X]-SIC7} HolF =4 & g Hlo

Ho Yot 2] HAHAE HHE ysx get O, W2 XA ysx mstat & FU T}

AR Z 7 2= Al E+ VSX Gateway AS 742+ vsx fetch , 548 VS A=
712 vsx fetchvs , 22 AE mo]2HE BE VS-VRe AL 742 ysx
fetch_all_cluster_policies 7} Y& Yt} 1 Hhof| 7HAF Ax|o] EQ T A ATJHEE
Ho] FE= vsx showncs , SICE BAlS= vsx sicreset , 2 & AAE U= vsx

unloadall , 133l T2 A A E H2st= vsx vspurge 7F AU

stat -v X . A 1=9)
get

mstat (-vs <ID>, unit M/G, sort all £)
fetchvs <SH&> IFNH 2|
unloadall

vsx mstat = SAo] TEIMTE -vs 2 EA VSTH: -vs 1, -vs 2 3, HY -vs 4-
6 ), unit 22 T(B/K/M/G, 712 M), sort all & H2d 37| & AFL x Aot

enable < W22 A AHo]E AX|TF A FEE o] WQ5I1, disable = SA| A8 HuUth



AN 2ES A= cpeonfig?t BUE ™ SH= cpview

cpconfig %mgi A2 H A =9 AlE
A& HwE gEU. VSX-2|AE0M St Hw2= SIC 43, S22H i
B 245}, Per Virtual System otate 278 ervorLool 33, Bridge Active/standbyg
ClusterXL, CoreXL 5°] AUt SAEM= ZE | E FLsHA dAsloF sk,
Scalable Platformoll A= Security Group?| Gaia Portal®l &3l A4Sy

cpview = - - g+ AISRN oftware Blade &A1& &AL
=T O2E paag dyck stHe o) W Alo]d-R Al RO R v ShiE 7|2
o] 53t }. VSXollAl= VSO HAEAEof| A A3¥s] Advanced > VSX > VSs > Physical-
Resources 2 £°{7I' VS CPU-HIZF &H|E & 4 Ut R 2 24 F7]& 8H4,
P2 AAGA5HH, @ 2 FEdY



Y] AMuoj| A Asists= vsx_util

vsx_util <& W HEdYo. 2 AH
MY E ootal WA, QIEjm|o] A IPE BHEAY, REE HHReAL, A -the- 180 Est=
S 7ol Eflo] AHH 2= & 4 9= A gyt ol 242 ] DBE 4 stE R,
o @27t &5 DBE £ 2 A

2o Asgshyo

HE BE SmartConsoles

AFF A= 51 Wy S B, S8 AEH HHE Gst= add_member 2} #+= remove_member ,
AN HIHE B A 7]E 02 thA] LASH= Treconfigure UaA push Au Al 1] A W),
Al FHAEES VSXE == VSLS<HAES H&5l= convert_cluster , VSLSO|A] VS&

o] 2285k vsis 7F AEHTH JIEEHo|AS 2E S0 & A& wA|sh=
change_interfaces , =] AE T [P-AEUE

change_mgmt_ip : change_mgmt_subnet , Y5 SA U EQ A [PE v =
change_private_net = UFUT} 1 Hioj JIEHo|AE Ho| F=

show_interfaces , VS A4 Z Ho] = view_vs_conf , 12|1l A S 2|11 2]+

upgrade - downgrade 7} &5 U T}

vsx_util add_member 2ciAH ®H =0t

vsx_util remove_member SAH BH WA (HH c2toldA 22l)
vsx_util reconfigure HOIESIOl 724 (H push &I Al)
vsx_util convert_cluster 2 Bt>VYSX, = VSLSeHA H =t

vsx_util vsls VSLS: VSE HH 0l = bH
vsx_util change_interfaces OIEHOIA «2 uH (o: 22)
vsx_util upgrade H&E 20

downgrade & "H¥ ¥ F14d M o] glot" 22 2R 2t o EoA] B, ARoA= A A
Gaia Snapshot& © £l 4] A| revertst= Zo] PG MDS 240l = e a7t
Z Domain Management ServerE AUH B2, 78 72 3|d Domaino] =3 5 ThA|

Aeyshol gyt



i3 22 AHE35)51= vsx_provisioning_tool

vsx_provisioning_tool & VS YAl-QlE{H|o]| A A 2 AA S AFHEL CLIZ
AFserote =12, 7M A2 tFoz ghea uhg o) 53] f-83uth
SmartConsoleo| A sht#] 25tz oAl Aol & PPz o] £, 4144 710 VSE

Ane Z2alHdE 4 A&t

|2 G Be) Auet 4 392 2 5, TEOIT o S o IS N ATaE
T r = AYsks YUk o Hollt olg] AU AEE olo] & Ho 9
% iUt

vsx_provisioning_tool -s <Z2lAH> -u <AIZX> -p <HZ2BS> -0 <&FHH>

vsx_provisioning_tool -s localhost -u admin -p mypw -f /var/log/vsx.txt #

o} Bel WY So| shte] EAMHOR Ha|sol, BT HFaAL
o |

2
dyg2 AU th 2= P2 91 2t % 2 = &0 3l

H, Alo]EQlojut 2] AEE WEE= add vsx ( type gateway T+ type
cluster ), 7MY A% & TtEX= add vd ( type vsw / vr /AJEF A] VS), A| %= remove vd ,
A HHLE set vd (oll: CoreXL Q1AEIA 4= main IP)7} J&5UT) Qe Ho|A &
add interface (22]-VLAN-VPN Eg), & QIE|H|o]AE HE|x& 2= attach

bridge , W+ remove interface , B+ set interface , =2 AEHo]AE VLAN
Ed A& XA3l= set physical_interface 7} 911, 2F2E+= add route * remove

route = CF&U T}



# VSX HOIERIO MH
-0 add vsx name VSX_GW1 type gateway main_ip 192.168.20.1 version R82 sic

# VSLS 2HAH M4
-0 add vsx name VSX1 type cluster cluster_type vsls main_ip 192.168.1.1 v

# Virtual Switch A& / VSOl CIEHHEIOIA-CIRE F=It

-0 add vd name VirtSwitchl vsx VSX_GW1 type vsw

-0 add interface vd VirtSysteml name eth4.100 ip 1.1.1.1/24
-0 attach bridge vd VS1 ifsl eth2 ifs2 eth3

-0 add route vd VS1 destination default leads_to VR3

4 G —

v

o3l T T eI e
TAE BESAY tiE 2y o 2 =] Puth PAH B o= 24 ol

Welolq 2 4 5yt

T S/HAE o 2 H Eo| Hol £H
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Configuration Examples

XIZ7HK| 2 7HEat EXOF AHZ o1 EA R=E =X, F 7HK| 2t E AlLE| = matr HE HE
QUL|Ct X #HI{= Security Management Server2 £2|st= £ VSX Gateway 0|11, &= EHIY
= MUIt-Domain Servere trejore uster LIC} & || 25 g2 M dX| > VSX
AO|EO0] EX| > SmartConsoleOi| A 24xl| M > Jat ZX| Mo > MM HA|"2l= 22 2 =

Ei— - —
2 UZ2E| 2o} 22| 2-O0| CHELICE



A 1 — SMSE #e|sh= VSX Gateway

o] oA TastHAE A Hol ZUc DMI ool O a s e VoX Gateway of orol
Virtual System & /M= &+ ﬂ, VSE Alo|Ego] o] E2] QlE{m|o] Ao 27

AA= Y} 18)ar gk VSofl= [Psec VPN BladeZ, th2 VSol&= Mobile Access BladeZE
AN A2 T2 Bet 7|52 711 74AL whahe & 51 4| Qto] SUth o] REE hito)

s
g)
(@)
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=~
g
=
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=
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=
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2
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One Security Management Server manages both the VSX Gateway and the two Virtual

Systems.
eth1 eth3
192.168.  192.168.
10.1/24 20.1/24 VSX
Gateway
Security
—
] D Management
ethd eth0 Server
10.20. 10.20.
30.2/24 30.1/24
(DMI)
eth2 ethd
172.30. 172.30.
10.1/24 20.1/24
M 1 EE2ZX
oo M e A= Aoz Azttt o]Zgko|Jd AL Open Serverol Gaia OSE
Aok 343_ A7 op Aol A he] QUEjm|o]A(of]: eth0, 10.20.30.1/24) & -2 H

Installation Type©l| A Security Management& 25Ut} 2to] dAE A5kl
SmartConsoleZ 43l #+2] Blades A%stH ] A7t Fr]€Uth



thg-2 VOX Gateway 24 duth. 0Bd7HA 2 Galag A |51, 2% A4 nbAlell A DMI
7z AZAL Qo] A(d: eth0, 10.20.30.2/24)2 A1 VT 28 ol ae =o]

STE O] 0= 1P = A e oo ProductsellA] Security GatewayS 112 5, Gaia
Portale|u} Clish( set interface <0|Z> state on )oA] & &38| QQEH|o|AE EAJ5} 510

alolAg A F T}

t}h-e TmartConsoleon Al Vox Gateway e are ooy . New > VSX > Gateway 2
P AFS A|&HS) General Propertiesol| A o] E(oll: MyVsxGw)T} IPv4(H] =2 A7 ufjet 22
10.20.30.2), WA (R82)& U= staL, SIC TAOIA 2= A4 wiet e &3t 7] & Yo
Initialize¥rt}. A12]7} ¢F Bloj x| Ao]Efo] CLIOIA] cpconfig 9] SIC HIFE 7| &
OA] A7 sEal mpH ALl A Reset & ZHA| =@tH T o]ofA| &2 QlEju|o]AE ERlstal

oh AL Bt

i

ohA|ete 2 = Virtual System2 THsUth. Virtual System Wizard2 2z} VSE AJAI5HH A
Q55 QE o] AE A 1dH =2 <lEju|o] Lo viAStal, 3 VSolli= IPsec VPN,
th2 VSoll= Mobile Access BladeE Ut ZF VSofl Access Control 22 Ax|5H F=
Mo} =25 7hg sk o] o AH] QoA ME O B E FAsHA Ut



oA 2 — MDSZ &) 5}+= VSX Cluster

= w7 oAl 3 B o Uolzhuch.

ulti-Domain Server”/

uster
402, o|FsHFEAH)Y thF THQl TE(MDS)E T4 Eof Ut A AlZ AL
]:]-]7]0\:-11_4‘:”\34 L / o O— == & O oo T U= o E_HO]:?_)‘]—JE'
#730 s,
VSX VSX
Member1 Member2
eth1 eth1
[] oo [
VSW | eth0 (DM1) eth0 (DMI) | VSW
1P 10.20,30.1/ 24 IP10,20.30.2 1 24

} Connects to {
Multi-Domain Server
wrpX wrpY wrpY wrpX
IP 182 168.10.1 /24 IP 192.168.20.1 / 24

WVIF 192 168.10.100 724 VIF 182.168.20.100 f 24

IP 192.168.20.1 / 24 IP 192.168.10.1/ 24

WVIF 192 168200100/ 24 VIP 192.168.10.100 / 24

—

] [ |
eth2.11 oth2.12 oth2.12 oth2.11
IP 172.30.10.1 ) 24 IP172.30.20.1/ 24 eth3 (Sync) eth3 (Sync) IP172.30.20.1 / 24
VIP 172.30.10.100 /24 VIP 172.30.20.100/ 24 IP 192.168.200.1 / 24

IP 17230101/ 24
IP 192.168.200.2 / 24 VIP 172.30.20.100 / 24

VIP 172.30.10.100/ 24

~
m

eth2 eth2
WLAM VLAN
Trunk Trunk

GH 2 EE=EX



Cluster of VS #2

Cluster of VS #1
VIP

VIP
1592.168.20 100/ 24

192.168.10.100 f 24

wrpY

wrpY
IP192.168.20.1 /24

IP 192.168.20.1/ 24

wrpX wrpX
IP 192.168.10.1 /24 IP192.168.10.1/ 24

V51 V51 V52 V52
an on on on
Member1 Member2 Member1 Member2

oth2.11 oth2.11 oth2.22 oth2.22
IP 17230101 /24 IP172.30.101 /24 IPA72.30.20.1 /24 IPAT2.3020.1 ) 24
VIP vIP
1723010100 / 24 172.30.20.100 1 24
OlH 2 EZ22X (0l A)
Multi-Domain Managed
Objects

Security Management Server

Virtual System 1
Virtual System 2

athd —| ............ | g o J—— = ITITIIT »
10.20.30.211/ 24 @

10.20.30.200 / 24
........ e — 1............}
102030212 /1 24

OlAl 2 74 &Al

|4 12+ 2R 2H MDS E-7-2] ©A71 &ofl o 54ttt A Multi-Domain

riu
o
il
rlo
K°)

z]-AAA35la1, VSX Clusters #2]d Domain®t 1 Main Domain
=] A7]9ll SmartConsoleZ A48l VSX Cluster A&

e

=R

Management Servers Tr<



Tl

gyt 2e|AFo]lEg2 VSX S AH oA 2 2 F i E AX|stal 57]2

HE AL} Cluster IP, HF F4l UEHIE A4t

7 A= T Emel s Sreloe Target Domain Management oerverol a = of

WS LItT. = VSX Cluster #4]= Main Domain Management Server7}, 1 ¢lo] 74
Virtual SystemE-2 ZtAFe] Target Domain Management ServerZ} #2]sh= 4|02 Fe]
Aelo] =HJIEE WYt 2F VSE Tl RS AX|sHH, of2] =H|Qle] 7MY HElE o]
Shte] o] F2he VSX Cluster 9lollA Zat =34 o r, Oe|1 REToz FaketA Huyoh

% ollA7} ol F& 2

= oS Ute] Eo® v
— Alo|Ego]/Z2 AF EA)

=), vsuith A A3 sk £AdUTh 2ol F2of
1

=
SMSE F&5kal, of2] Hel-EmQl S th& AU FE o] Hashd MDSeF 23 AH=
% = 24 Fdol 5

sgatich. A Ao HE o] = oo @ 452 HlE Hek Aeloll A
z3ks) 27 ek,


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-vsx/09_Configuring-VSX-Clusters.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-vsx/06_Deploying-VSX---Organizational-Deployment-Strategies.html

16 718 g oF7]

Working with Kernel Parameters
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See the RS2 Quantum Security Gateway Guide > Chapter "Working with Kernel Parameters".
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See the RS2 Quantum Security Gateway Guide > Chapter "Kernel Debug on Security Gateway".
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