] 801 89

&of e

Of 7t0]== Check Point 22t AH|O[E0]2] 72| 2= V|52 7| M= E0= F&A| LS

Ch 7| M= 7l ZSS 12 M HHEO| &= iy 80 2F Zct S &0 w2t 20 LTt

£ Al 7|F

71 A Al 7HA] 718 A 2 AA UL Security Gateway £ A 0] ROT B AS W gora
LANS] Xd™o] H+= & Ay &, Management Server”} #&]3tUtt. Security
Management Server + ZJ#|2} A2 2] A4 staL Al o] Eflo]of| HiE S}= A{H|o]H,
SmartConsole 2 Z2Z #3l A F-o|HES RYEIsIH HFH| S Z2H|*|'d5t= GUI
o= Aol Utk of2] Alo] E9Jo] & &2 Cluster, 7181 Maestro-Chassis Z-&
Scalable Platform Security Group = #l°o|E¢]|o] 2ol & 4= & T,

20| Wit Rule Base YU ol A2 Ol o 2 oo 0 = =517, 1 9k
%74-52 5+ 0] Rule YYt}. Software Blade = &3 2or V|5 o5 =,

Ao Efolol M= Egfg o] EF SHZ ZAlSal Management ServeroAl= ¥ 7|55

Al g2ty ch(Software Blade 3ol 2HEH 2 th2).



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/04_Software-Blades.html

2%9-5419) 7|2 &

o 1

ZH] Afo] EAl9] EtE SIC(Secure Internal Communication) YU th. Check Point

JHI=° 5 Usor= alar = 9%, Management Server2]
ICA(Internal Certificate Authority) 7} 233t Q15 Aof 7]dkgtUch.
S JA| A= Gaia YUt Theck pointo] mor oAl =2, 9 Qe o] A9l Gaia Portal,

712 = A<l Gaia Clish(9& 7|8t A& A), 2] AA root B3HS F+= Expert
Mode = 37| 4|23t} AZES o] B0 Hotfix(E4 S22 1AL 7]5-2 date
1} 7] 2]) ¢} o] & -2 Jumbo Hotfix Accumulator(JHA) 7} 22Ut

& BolZee 7I&0] oF SZFYT. SecureXL 2 Al°|Efo| & AU [Pv4-IPv6
BT S 1% ot1l, CoreXL 2 o]2] CPU Fojof ¥ishd QIAEAS Bajs] §E A2
Syt CoreXLe] X2l CoreXL SND(Secure Network Distributer)& 502+
Egjg 2 ol 7} obd QIAR AR FHfstr, 1 HAH ek shusigrt CoreXL

Firewall Instance YU thH(Al 571471418},

718} Zofl = VSX(Virtual System Extension) 7} 9l Uth. 9F ol =2 7
TerE (VIrtual oystem) = = o= +=M 02 7+ Virtual SystemS £2] Alo]Eglo|e} 7+
Yt} o] 7HE A AH 2] AH7} VSX Gateway ©]w, 1 Qo] A
AlAEo] vSod Ut

d

715

fifo
|
ffo
fols
>
FI'F
o

m


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/05_Performance-and-Virtualization.html

o -2 =

AlPlES0 & oftofl =il ofPHA Helet=tfe o2 F2gdYt Standalone 2
ATOTESOI%F Management servere <f ‘g a0l AX| ¢+ 4, Distributed Deployment
=== O gaol o 24 3 A4 YUt DAIP Gateway £ 2% QlE|Ho]A TP

ISP7} &2 o2 v k= Aol Eflol & Ty

ol#] =H|QlS 3t Hoj| Ta]e wj= Multi-Domain Server(MDS) 7} 714 Ta] AH

(Domain Management server) s 223 o+, Multi-Domain Log Server(MDLS) 7}

2 =mRle) 238 2EYth 271 A& AH = Log Server Ut

o

o] Hhof] HRol| A 243 2= A 2 Network Object(EZ2 2|9 ojg] B2 — ZFE-IP-
Z2EZ 52 UedE =2 244), Updatable Object(Microsoft 365-AWS-Geo 923 &
£ AH|AE YEeR = Z44]), Dynamic Object(IPE 12| & 4= glo] AAZtO &2 sjAsh=

AH)7t YUt

L
| .



Quantum Security
Gateway &34

Quantum Security Gateway &-=49

O] 70| = MH|E metk|= J2 3t 20| UFLICE Check Point &3t £2M0| TTH T o= O]
FX|2 =7t FAS of=X| —O| ot F= HOH 7| F=0| ZF 0| /0] 3= CIHIZ LTS,

ICheck Point ¥ste] £24 24 *@© SmartConsole @ Security Management Server 3
JAEU-2 7 Y EQ]A @ Security Gateway-Cluster-Scalable Platform Security Group
® U7 HELHI*

A 7R W AR A

Check Point Y8t £2 42 Al BE o2 Fopiyth

—

£ Cluster-Scalable Platform Security Group): =Ao] =or
g AAZ YYPstes A7 dych LANC 2 So]+= YA o 51, Management
Server?] ¥ & TaUth EdE S HAkstal FAof whet 5]&-2fdshs do] BF

of 714 Lofiduct.

Security Gateway

mlo

Security Management Server = REQF M3 |- A4 stal, 2715 Alo| Efo]of HiE

sk AH Ut ARE 074 TS0l Alo|Eglol = Uizttt

SmartConsole 2 o] 2= A& th£+= GUI o &g Alo]Ad AUt HF HAS LA,
A&} o|HEE ZUE Y5, HH|o|EE AA|5ta, A AH|E Z=H| 25, HE] Lol

874717 g,

o


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0023_img1.png

olt]A T it
o] 7tolE= Aol Efle] AHAlle] 2 S B R, Z7HA] FA= A& 7hol =2 F Yyt
Cluster= R82 ClusterXL, 2]z} 7}o] =, Tcalable PlattormMaestro-Gnassis)< ong
Scalable Platiorms /o1&, Management Server?} SmartConsole-2 RS2 Security
Management Srel AT ZTo1= of| 4 kAl5] thgUh.

che ARl & o] Alo|Eflo] 7} ofw mok s Yo, T Soltware

TS, 193 Al bt 21T ofe) 29 71502 ojojhyth.



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/03_Security-Policy.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/04_Software-Blades.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/05_Performance-and-Virtualization.html

Kot A (Security Policy)
HoF A (Security Policy)
Security Policy = HE®|3 E2iLlE S5t H|0|H E=-FHZ #2lS A AALE ZH[SH= +#

e me @lL|Cl. Check Point2 st Z27} otL|2} B = S S= £ AlSeiL

Ct. O] &2 1 ZFS0| 22 £312 St SmartConsole O{C[0f|A CHR=X|E $hz0f| "2 gHL(Ct.

ljo

21?1 Access Control Policy = A%t SL XA FAA 2, A4t 2 EF

SH Al
E3t 422 54 Ut Al 719 Rule BaseZ oAUt}

Access Control Rule Base = T A3t 748 58 (unified)s) 2 Aol syt
Alo] Egllo] o] Identity AwarenessS 7™ ACCess ROl TATE ST A B A= WA Nar
T5E 74 < 44 s 4 AsUch 732 o] & 2R -5 x]-VPN-MH| /o Za] A o] A-
52 (Accept/Drop/Reject 5)-AlXF-34 (Track) A 4| thd o2 g gt}

SmartConsole®] Security Policies > Access Control > Policy °llA] thE4 .

NAT Rule Base & HEY I F4 HZHNAT)S Yt 2545 744 S @2oH, Security
Policies > Access Control > NAT ©j 4] thgUt}. Desktop Rule Base = Remote
ACcCess Clientoll Al e ¥« Deskiop security 34 o2, Z2o]d E7} VPN Site Yulo]E
o Yo}l zfAle] H22 EAgYHInbound-Outbound ¥ Rule Base). 222 ™
Alo]Egolof| A IPsec VPN-Policy Server £20| =5 A3 A2 uj7] 2|0l A Desktop
Securityg /g &}sfoF gt



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/04_Software-Blades.html

7 ute) YW FRE

Threat Prevention Policy + 3-HFO[S{ A5 of 2] QAR Al 451, Malware
to]ejeo] A9t HIEQ A A2 2+ Rule Base”} 34U tH(Security Policies >
Threat Prevention > Policy). =21}d-2 Basic-Optimized-Strict ==& AFHEAF 4 2]

oA 25Ut

HTTPS Inspection Policy = ¥3&3E HTTP/HTTPS E2lid-S HAL s5HA s 4.
Ao Egllol= ¢t HTTPSE 1tjze 2 Hoz TIPS Inspeciones 7

STESOIT o A a= o] ZeohgAr ghytt. o] A Axt= Anti-Bot-Anti-
Virus-Application Control-Content Awareness-DLP-IPS-Threat Emulation-URL
Filtering 22 E&jo] =7} &-83t}(Security Policies > HTTPS Inspection

> Policy).

Data Loss Prevention Policy = T U3 CIOIEI/T 2 B o= TI7T7] o] Aol o=A]
To o== I <UcH(Manage & Settings > Blades > Data Loss Prevention >
Configure in SmartDashboard). Geo Policy + 57 #|&- A 24 & 27t+=
Egfjgo] oigt - durt.

=2

R81%E| #|o] Eglo]= SmartConsoled] Shared Policies > Geo Policy § A2l Geo Policy= U]
O Ao o 4 UcthKnown Limitation PMTR-56212). thAl Access Control 2 Xo)| A]
Updatable ObjectE SA]-F4 2 &2 MA] L&A TH(sk126172).

Mobile Access Policy = Mobile Access Alo|EQo| 2 &35t uff o] AREA}F 5 o] ofH
off Za]A o] dof] A EA|gth(Manage & Settings > Blades > Mobile Access >

Configure in SmartDashboard).

Z} o] AbM| AL s H& 7Fo] E(Security Management-Threat
Prevention-DLP-Mobile Access #e|2} 7}o] E)of|A] Ty, o] 22 "oji ZJ2Ho] FolS
93 AQA" & HE A& &t} o]ojA| & Software Blade 282 o] JHES AlA 2

ddshe 715 Zes2 a7y



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/04_Software-Blades.html

Software Blade &%

Software Blade =&

STE LItk 2 22fo|=k Exjmio| 51 X

O -

rir
|
_|
5
r
.

Software Blade
= BAISHH, 2ot A0t HM ZEetL|CH JI22 Sai0|=0Ct o A A AJiSH=0|, H7| M=

[ |
HAEZ |0{ oh=0f HegfLict. S20|=E oMl BE2 2 W& 22|t 7H0|=0f ASLICE.

L-_O -

EY] — Firewall

Firewall Software Blade 7} = E Zo] #g] olu]c}. Al EooloNX] ACCeSS CONtrol
S JA= A ol F Sdo|EE, tE Eo]l=E&2 o] gof Ayt

(HoF ).

VPNt 912 A&

IPsec VPN Software Blade = 7|°| EfJ|o]¢} T} A|o|Ef|o]-Z2}o|E Aol Efj &
Ao 5535} tyrt. 7 22o]= Policy Server Software Blade = Remote Access
Clientell Desktop Security & X3 ), Seto]AE L] B35l o] Eafju-g oj g

AAFER SAFU

Remote Access VPN & 2 AF8x19} Y ET Alojof] VPN E|ES TS of, Z|Qlo]

oj o A& kA sHA| Rzt A Hof] 5| Ut o] & B B2 oA E-H|E FEHIZ |
Z10] Mobile Access Software Blade YUt}. Layer 3 VPN} SSL VPN 25 A5 o,
HejE]z] k= AntE Z e 53104 = Mobile Access Portal?} Check Point Mobile
Apps= 2|AF Z}lof| ot H&sHA| o U

ro_l'


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/03_Security-Policy.html

Access Control A|¥ Edjo|=

Identity Awareness + AFSXHZAFE| Q] 4192 1Pof| vy &, IPYF B M5 w5 o]
3HA|E gt} gEo] Access RoleS Z9HA]- 242 2 #A] "Finance 125 A5 H 14
< TS 4 9131, Active Directory 70| ot = - 8-H Ut}

H E'L__'I_'E_71_. ‘—l

Application Control & 47| 2o ofZ Ao A gto]Eeja] (AppWiki)E 4,50078 o]/

A3t 105t 7 o]4F Web 2.0 HAS A 51821 stuot. URL Filtering & ARO|E-

o Ze]A| o] S B (category)°ll et A EA| 5t1, Content Awareness = TlolEle

FTEA Syt — ez e/d2=/d43 33 Content Type(A-871E MS - IBAN
5)-File Type(PDF-A3u+d 5)& Access Control & of|A] 2] &t

Data Loss Prevention(DLP) -2 7|4 do]gj7} 2A1S 7| Hoj| 212 ZEI= ZAIZ &4
AT ghUth Anti-Spam & Email Security &= T 6= A 1D Bar AT B AT Q0] HAAT =

AR AW gy

&1

Content Awareness®t DLP+= & U Access Control 29| Data Type= 2 A|Tk ZE=g m=a=an)
RTS8 ofH, Alo|Ego| 7} 247 wh2 Haghc).




Threat Prevention 2 71g .35 o2 = t}& Hlo] 2| ofg| Egjo|&r}

7 A5,

Anti-Bot & T8 + 22 SO CRCB G A0]) A= A 51, Anti-Virus £ 18
BA o= ZTol ERolonA maore B A A erych & tf ThreatCloud 2 &Y glo
7§A= Utk SandBlast Al E9] Threat Extraction 2 TToNA o8 /hs eF = =
(HE| B 2= -JHHE ZH)E AASHL HAe AHES THE0] ZA] M stal, Threat
Emulation = 7Hg A=t Ao)A] mkd-& Ass) oby 9l E T2 FUTHSMTP Egfjg]

Aol = MTA(Mail Transfer Agent) 7|5 Z2).

IPS & 43 7) AlY Aot g 9)-AdA| Ho 2 Y2 A sk = 3 o] W3 Ayt Zero

Phishing(R81.20 =%)2 TAS g o= Fol - T A A eeetzero-day) 578 Aol =

AAIZE 2 @yt — Ao Eflolof A ffl E=fjg]& £7H3)| Check Point ES2h¢-E=2 HU]

2AStE R, Hepe x-Sl Fol Frofdtz] ofar Seto|dE dX|= Qe gl 4ot URL H%

718 A2k, HTML &5 A= in-browser ZHIATHE 9] QX = 7HA) & U tHZ

o FQDN A7 28, VSX-ClusterXL HA/Load Sharing A, Internet Explorer-HTTP
2.0-7]2] Egg2 njz]¢).

i

UserCheck — AF2AHoA| 214 &e)7]

UserCheck = 73 L aot Eot+4 off A[CIEH[C[7F AFS-A S|
MRS 20 = 715Uyt Alo]Ego]e] UserCheck Web Portal2 gtja&l A a7t
ol UserCheck Clients 2 X[ sl H|A|X]E =3 Ut} DLP2} Access
Control(Application Control-URL Filtering-Content Awareness), Threat

Prevention(Anti-Bot-Anti-Virus-Threat Emulation-Threat Extraction-Zero Phishing)
Eo|E7} o] 7|52 A Yal, AFRAZF AAR HOFALTE uhy S 03] A F5UTh



N7t 7 7S

e =

o =

YetHo| B =, 200 AT IEEAT E 2420t 7|2=1, o FHIS 62| dotHo =z
XM= 7hdets ot 22 FULICE tiE = XbMlet F'E2 R82 Pe

O|ELt ME JI0|E2 H7|1, o7 | M TS0l o= ol Al = &&LIC

o|Z3}e} B35} BAF — ClusterXL
ClusterXL 2 S0 ZIO| EF0] Oja] Te == XX ETo] 2o 28]

mb

E@Oqu. High

Availability 22|21 Ao} A] 5g] Zlo| 90| 2 =aiA] B o IA-VPNE
A]7]11, Load Sharing 22|28 2E w7} 4315 o] AT} 52 A =duch

IClusterXL 74 *® WE HEY A @ HEY 29| B ClusterXLS 7 Security
Gateways @ 25T A90%] G A Ul*

&2

ClusterXL, 2alo] =+ Tcalable Plattormsol= Jas Al o 4 UtHMaestro-Chassis= A
 HAHYS AHR).



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0057_img1.png

EH"I—I I_E' QOS

QoS = T I o= o] £249uUt). ERP-DB-¢] 22 9% Edge S Asta,
VoIP-8H43] ool ol Zg BAkste] 2 A BT #1228 WFQ(Weighted
Fair Queuing) ¥2]& O tfd =S A vjEat, o5 st-v|tast Eafg]

250 AT}

QoS 74 *® SmartConsole @ Security Management Server 3 QoS & @ QoS
E3o]=2 A Security Gateway & AEYl © WE HESLI*

QoSE ¢4 Wig-o] Bol TT=0T Check Point RBZ QoS STelA JTo[E & 2hA|3] tH Yot



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0058_img1.png
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-qos/

7}4 — SecureXL-CoreXL-Multi-Queue-HyperFlow
SecureXL = IO ETI0IE AT Eela g 71 ohe 7H3 71249 7k 71a Ayt

CoreXL 2 TEIOl Jo = BolU= /1= =, Bers Aa= =g r
Fojo A st 53 Utk BAE QAAEIA(CoreXL Firewall Instance)= 212 eraora
T AN TTE 2 22 UHHo| A LS Yoz Sl EFYL A2 stn], Tof 4o
th(Ie] EZ2A] HHY 52 Q). CoreXL AAHAE
SecureXL AUAE AL} A F&beyTh

/ = =0 ]9:1

- O— O o — O

L

Multi-Queue + 3+ 25 o WU 7|24 22 Y| EQA QET|o|A st 5 st
CPUZ} g stEZ, 7}&o) & 4 Q= Foj 71 Edg X8 EFo|A 5 92 4 ¢
FUH. Multi-Queue= 2t 20] ofg] 75 H o8 Fol & 7I&ol 5 I

(SecureXLe] #AA Qlojof 25 — 7] 27h).

ol
)
mii)
_‘5.1

HyperFlow(R81.20+)+= elephant flow(t}-8F A& A4, o: IS0 H22E) &
o5t} HyperFlow7]- O™ A|o|EQ|o|= ot lephant A4E CPU FZof stUZETF HAL
3, CPU AF&-80] 221 H2|ZFo] ojZUth. HyperFlows BAT s a7 271 ofe]

STOTo =T ofl, Threat Prevention E]0] =7} A Aol A& )82 A4 xS
=01 S5 A)7HS ZjA gt User space FirewalllUs I R oA

5
N
;
N
|

A5 o, AA)| X2 ZFo] elephant AZEch —:—’ﬂ%‘—J‘:H-r%
E7} dAG e Z &4 /m|2dRt Alo]). 7122 ti7|(standby) RER, A&

= Zgshgyt.

m 2
ok
ol
flo

e kU
i)
e

A

=



el = Z-3-mEA] — ICAP-HTTP(S) Proxy

ICAP(Internet Content Adaptation Protocol) = £ ZEA|E &s5t= 72 HTTP
TALIZES 2, 15 Holg{x Hah-Zel= Helof 2¢Ych. Alo|Eglo]& ICAP
Client(MA| A& ICAP AHZ HUj Z8l= g 9

Ae]) e = o 2 AR 5 o], EEEA] W7 glo] A EntE ICAP FH|E Ayt
(2, Scalable Platforms+ ICAP Server "] X]¢).

HTTP/HTTPS Proxy = Alo|Eg]o] 2

E Apolo] F7HARE eyt A A4S 9t
Sgo|AECITEA|, TEAEHR] = .

-
AZd=2 22 Ut Transparent 2=

o= 278 ol A8 E-RIFO]AS] =gy / Zﬂ,m
SefolAEo] ZEA| AH-ZES A7 sfjoF It

7H&ek — VSX
VSX(Virtual System eXtension) = S o[ =RO1o1A] o] 7178 Werta S

AELU}. 2 Virtual System2 AH7] UEQZE ES 5= Alo|ES|o|& F4stal, VSX
Gateway= 52 A YEQ IS BSst= Virtual System2 2 Efjo]-g Bt}

=2 YEST vs VSX 7Ht YIELIT *© Yl @ 2H-E] B VSX Gateway(Z} Virtual
Systemo] &&] Alo]Ego]e}t 2 HOMYEY A 7|55 4£3) @ Warp Link(Virtual
System¥} Virtual Switch& Sl 7Hg QEl#|o]~) B Virtual Switch(Z-E Virtual
System< QIE{Ul 2h2-Elo)] 1) © HEIE*

23] 7ol A= TESIOTCT ZoT AOTETIOTES W 4] 2, VSXi= STTToT VX
Gateway 22 AE|7} of2] 53 UEYIS 7Mooz Hol- B ghch VeX A Beg)
eck Point e AF /O E 2 A5 &Yt



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0060_img1.png
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-vsx/

HSM(GIESe] HoF 2&)

HSM(5lEg]o] HoF 2 &)

HSM(Hardware Security Module) 2 <3} 7| M&E = ME 2| LICL 7|12 AZES
0{7} Of! 2 oI =TNOTON S 0T of & o1 mer = C{8tZE. o] 2 Check Point #|0|ES)|0|7F HSM
el S&SHE 2 J21 78 S &52 He|L L HIEHE (Gemalto-FutureX) ME EXt= 28

O 2 HAM 2 i BS HISHMR.

of, F9loj] 2L}
Alo| Egllo]7} HSMS £ w], HSMS 28 outbound M1 Ps Inspections grer A=

BT A o2 ezt ulg] jhEo] & CA(RIS 713) ISA1% 7] &, 12|l VrA
=2 ROA 71 B 2~37T (HTTPS Inspection H|= %7]3} uj 1024/2048/4096H]_E_£
37d)dUth. & HTTPS Aol 2= A 7]1& HSMo| thAl eHHstA Bak-A|F 5

Check Point Alo]Ego|e} &7 & 4 = HSM2 Gemalto Luna SP SafeNet HSM
7} Thturex &= 7FAo]™, PKCS#11 APIS 2= t}2 W)+ Check Point Solution
Centerol| &2|3rytt.

#d 74

'HSM 3t 317 F2tsh= Check Point 37 *@ HTTPS Ato] Eofl H&5h= UH HAFE @
HTTPS Inspection= 7 Check Point Security Gateway @ QUE{H12] HTTPS At E @
Aol Eglo] & #a]3t= Security Management Server ® 4% A2 WELF © SSL 7]-
Q=AM E A H-AH|F-5H= HSM Server ) HSM Server©l] CA Q1ZAE Zt== HSM Client
H A AE|o] A*

1

rlr
)
o
°
iu)

|

42 Aol ESJo]7 erver= Outboun nspection


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0071_img1.png

4ol 2 58

Ao|Eo] & HSM¥t 55t At 384 2 E=ztyct.

H =) ASM S10] HTTPS Inspections WA A X400 . SmartConsoleo Al HTTPS
Inspectiong 7/dst 5, Alo]EQo]2] $FWDIR/conf/hsm_configuration.C It ofA]
"enabled ("no") = HoM= 7 = A A4 522 ghelst= AdUdh 2the HSM Client
I 2HolAE A5l CA AFA-7] AE HSM Serverol] T+ 11, opx|ato 2
Alo|Egolol A4l HSMZ #H( enabled "yes") AAZ HSMQ] 7|5 A== gt

ojuf 74 FoJ7t A5t TlusterolMe e Mo = 20l 28 s, VSXollA& Z
Virtual System HE|AE0|A 435}0, Tcalable PlatlormsoN = oNg oecurity
Groupon a2 o A&k

g 2]st¥l HTTPS Inspectiong HA HSM §lo] Al9-1(1) — HSM ClientZ 7]& HSMoO]
T l(2) = AJo[ &S0 = ZA=(3) &5°|H, o] & =77 FoH
Gemalto-FutureX Z}2}e] Al B2 T 9]0l ¢lsl= "eHIAdY . SAlS 7Y
(Disabling Communication) HSM %5 A] HTTPS A ZUEHsl= B ¢
Hoj ooyt

Hu
:oé



ISP o]&3}

ISP o] &3}

ISP Redundancy = A|O|E<I[0|E F 7l o|&<9| ISP 2| = 2lE{Hllo] HZ o, ot 2|40| BA

= QIE{Ll HZO| RX|Z|A| ELICt AIO|EL|O|7} ISP ZIAES ZAISH Jmaul 7t& £2 2135
g LC}.
B

ISP Redundancy: Dynamic Routingo] g eo] som Aae A o < UcHKnown
Limitation PMTR-68991). Clusterol42] ISP Redundancy+ R82 ClusterXL &z} 7}o| =&

FastAl 2.

A M el= o]FE Yt o QlE|mo| A7} 24 271 H st 2o 107§7kA] A5k (374
o]/$2 Management Server:-A|0|Eg|o]7} R81.10 ©]/go]ojof §), 7|22 0 2 L rfofA]

delo ks ey 2 918 75 Al

uA — UL AEjmolx Ba)

IZ ISP g 3o A& =& Sl so|A £ 7) *@© WF UIESIZ @ Security Gateway /
Security Group ® ISP A @ ISP B ® QI&4l*

QElso] A7} ShpiEolH, T RTETSIOI 0] &= ATEUIE ol A= O next-nop o7 &
(B5 2912 Af)ol A2 she WA o2& Fsshrh(Gaia® QIEIE|o]2 Alias AMS).



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0152_img1.png

Z IR rE

Whe 429 582 £ 2E F iz PPy

Toad Sharing < == Q-1o] wor= AT AUch Al A4S o] T2 viAsta,
F3ntch g Boh(weight) & | whe
P37} BotE mEEUTH 0]+ AZ % Alo|EQ|o]7F DNS §2ol & ISPe] IPE ¥Zo}

F ol gazE =299 4 sy

Primary/Backup 2 & & 3 (Primary)® 22047} 2719 Backupl & 2% Y.
Primary”} &5 A 42 tA] Primary 2 71, 7]& 22 249 w7HA] BackupO]

Ad 7|22 gaghyot — P 50] Hlery Load oharing 02 2% 283k, TP g1/t

O Ag-rg40lH L4 Primary= <= Primary/Backup < &4th.

Urhe-Solos Az X3

U7h= A2 2 Load Sharing®]¥ weight H|- &2 3 30f 24F 23,
Primary/Backupo|¥ % primary goe 220 NIde NAl O & = oA Tae e
TETHOIE T ar gkgt mjzlo] Zhe 332 Eoke A .

o]+ Add 2 HrogH Z o & Aol A Aol ISPritt 299 715t 391 IPE St
=1, Static O = 2% o ek sfof gyt dAl> Ao[E0 g H
DRS A duch 9% Z2to]AET} waw.example.con = E2 % (Type A DNS #g]),
TNOIESNOI 7T Ol = ZT=A1 Primary/Backupe|™ &4 & 29] IPY}, Load Sharingo|™

T IPE ®iZol SEHAUC & JA (ol ISP A)7F 501 1 TP whA| 3L S2to|AEE Ao}
A Uth 3AE o]§5 22 2l ZA Xy =[] DNS AH| &2

f(rt



74 o) 2 27

SmartConsolecll 4] Alo]E<o] 4A|E o] Other > ISP Redundancy & 7yt S5
ISP Redundancy A9 A7) — & A8l = 18P 9= 13 (2~1071) — Aol =0l =

qe= A — AcCcess control 38 148 = B 2 dyrch

ISP J 3+ oF EEZZ] Qg H o] A7} 27) o]/4o]™ "Set initial configuration" 22 25
3 (Primary/Backup®]®™ PrimaryS 2 W 9| 2), Srorolm s o2 2713ttt

(o] 2-2lEjH|o] A -next-hop-Load Sharing®]® weightZ ¥ 100%7} & A — 270™ 2z} 50,
370¥ 7+ 33 ---). DNS 48] 4472 Enable DNS Proxy £ # 1 DMZ/] A/ HE ISP¥ 33l
IPE 523} 9 Static NATS AU Access Control AHojl= TV s o a= N ore
W5 Aol Automatic Hide NAT € Z 11, 370 AHjo| = Static NAT 422 SUtH$:S
NATS #H A5 ARP7} QF E]B & 1ocal.arp = sk30197H2 A7%).

VPN, 123 CLI A|°]

ISP Requndancy 252 VPN LNk selection = 8= Hole UtHeA3. o io) VPN
T ool Aaw ISP 9 Jols 84 ~ora w4t Check Point moje}t & = Apply
settings to VPN traffic & #1 Link Selection®] "Use ongoing probing" 2.2 ISP

Redundancy REE w}27 ct. A =gl 1jojel= Toad oharing service
Based Route based probingo] Check Point gal/leiar 521 522, Probing2 A

I 7] prefix- 71 $2 metric) 2 FAsHA 24

ot

CLIZ= Aot} fw isp_link <2 30/=> {upldown} 22 3 FJefS A & 4 3lo]
(Scalable Platform2 g_fw isp_link , Management Server+ #|°] Egjo] o] 27}z 2| 4)
Az HAEL 2R QIAE AE] Aol FUth. Alo]|Efo] 7t AR AU A AEl7t viH
$FWDIR/bin/cpisp_update ATHEZ} 7|2 H2E v, o] 2T HEE &tiR] &=

xol o9 gyt



Mirror and Decrypt

Mirror and Decrypt

Mirror and Decrypt = H|O|ELJ|0|E X|Lt= BT = SANOICTION, Dol =2 STl onXl
B Ao eoEe 7| SLICH EBfT 712248 2|$t RecorderLt Packet-Brokerd| H|O]

=7k B8

Alo|Eglo] = F 7kA] 48 & 4~ 915Utk Only mirror of all traffic 2 Au+= 2E
Eg (553} gl HTTPS 23hS A& 54| o 2|4 & Jejro] A= Ry},
Mirror and Decrypt of HTTPS traffic & HTTPS Ezjg-S EA|5ta 555}l &
(clear-text) 22 YR W ch(o|uj& Alo] E9lo]ol HTTPS Inspectiong Al LA s|oF 3.

2740l T el Recordertt Packet Brokers 1l 2o = oA oF 4= =0, o] HH|=
MONITOT(Promiscuous) B o= 524 sfof B53l-nj2{d E
Shte] Recorder®t, A7 =2 NICol| 214 A4 sff ¥4t

IMirror and Decrypt E2|® & *© A A H|EQA @ Security Gateway @ F ¥
HEL A @ Alo]Ef|o]9] 2|7 =2 JEH|o]A (5 monitor REE F246H=
Recorder/Packet-Broker - @ & HEL T <A 0]EYo] 55 ® 4 UEL A <A0|EY 0]

S & © Alo|Ef)lo]>Recorder® E53}H-n|2{H Ejg S E*

HE U= #izl e S84 MAC 4+ 4ol w2t t54o — Mirror only= A%
STE o1 =0] MAC, Mirror and Decryple 00:00:00:00:00:00 U th.



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/03_Security-Policy.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0168_img1.png

Al dyot. o QdETo|AES
BE A AUrteg 7 2 A 2@ (o) 10G-40G)% 7H &2 QJEjmo|l& & 120
AH HHE BE 22 o] §9] QIEFo|A), A9 T2 [P A BUlT} FX]A] e Eﬂ‘jl

At A8yl opA e} h| Hoghc}. SmartConsoleoﬂf\i o] QlE{H|o] 0] m|2|g

axoz gl E= & Egg2 25 =5 HUo

rlr

N2 A TER|O]AE % 2=l ==H| 5}

S| AE|oA= o] A A QIE]H| o] AS $FWDIR/conf/discntd.if T Yo 52 3f, AA] L=
QlE]m|o] A7} CCP(Cluster Control Protocol) Z!& H U RecorderE =514 A
gt & o] QIE{H|o]AL] = 7]=) oA, 4 = QIEUO|A & 7HE 2

RITOSTR olojof gttt

Gateway =2} VSX BE Zhzho] 14 A%}, 12|31 Mirror and Decrypt 21.2] A
&2 i a9 A2 Fasthl . 2R+

< o E71d4yH-

A ~ — =T = __1X = —1—9— of} Al

JTE{[O] A o)



ConnectControl
L CEL Y,

ConnectControl — A1H] 23} BR&}

ConnectControl 2 AH|0|E[0]| F0| J= 2| AHZ 7H= EEfEE £4F St= Check Point

=
SMQILICt AlO|EZ0]7} o|0] ERfEIS H1 QIOL| T el CP0 e 20| Sof 24 o=

T —d

ALICt.

E e

Scalable Platforms(ElasticXL-Maestro-Chassis)+= ©] 7|52 x| ¥35}A] 24U tHKnown

Limitation MBS-14173).




=z Y2 — Logical Server

S}

Al 7192 Logical Server YUt} ofg] 28 AW E shite] 7444 IP(Virtual IP) 2 T3
£ 772, 2efoldEL o] shike] [PE H45ka ConnectControlo] T A aer =01
o

HZ 24 g1 Yok

1%

]_

ol

>

— =
3l 88

ConnectControl IH

-

S 52 o5t SEOTIEVT Loglical Serverd] IP= S1A= A5 — A0l &0

=N 1 ogical Server Ao H7g — Ao ESNoT7T 1 ogical Server =0 O IP=

o
=

2= A% — ConnectControlo| Fof =4F &4 5 = /Mg A =]

TTET it

=t

]

Logical Serveret A¥ 1502 7I= EgfH S 3|85t F32 Z2 AH|AE 385t Uyt

Access Control 7+ Er} 9Jof Sojof g,




74 o) 2 27

Object Explorer(Ctrl+E)oll A AJZFstUct. 2o} 24 Aujotct Host 44| & THEL,

ST = = Network Group ZANH g 2071 oloh= W ¥, Logical server A= 5o
5t= Zlo] Wt Ut Logical Serveroll= Q1 Virtual 1P= 50, ATH] BT A8 Lo

TDETSISteNCy ol At A = AFth 2tk Access Control Ao Logical Server&

7t Bt BAF 73 & Z7hsta, A9 A% (ConnectControl)& 2 H A& A=t
Mt E}2! — HTTP vs Other

AH] ERdell w2t ConnectControlo] S2to|AE A4S thF&= H4Alo] o-EYtt. HTTP
B NP oo ae A S HTTP HlAS & A
Q5= B2 HTTP ZR2EE M8, @ mAlo|E 1] 2|9). Other E}Y)
ELS OF Mo By o, R E T2 S Y3l 7P anFoz
(AH]7} Alo] EQlo] & NATE|ojof 3h).

Persistency® 56} 24 Al

Persistency(¥Z2 11%4) = SO0 ES A5 U+ < & = Uth. Persistency by
server — Y 273 = A o AHE BE 93S Hujof & wi(F A F
ool g &4 ®X]), Persistency by service + 3t 1&E0A o8] AB|AE EAil & of

(AHEttt HTTP-FTPE S #0lA Aoz SHHE A z) -84t

B BAF A 2 A 7R Ytk Random 2 &) I (RAM-CPU7} Bl &:5kal 22
NIHEY ) £8), Server load = A dZ2S 714 2 7443 AvjE A=, Round Robin
TEAOE Og A8 o] 2Wych(Round Trip-Domain ¥4l 0] 2] ).

A o= AMH 78 A F71- A= 314 2 Persistency by server?] Eflob-z
Aot HTTP 2o =4

1_% ‘"Ol": —lél_o = OIFLE & BN AlRe)
=P = 2v}sjof gt

=



240 29 715

2 8o 2% 7&

AO|ESI0|E RYSICH EH OtF K= TN s ol Jlo= — AAZHELEHE, S2tE Hoh 1
= 2tRE, SNMP — 2 22 MelL|ch 22 thE & M8 710|=0f|M 20| CIREZ, o7|Me T

|}

= = FA
N= T ef [ = DI_I-II:IId

-
M

Monitoring Software Blade — A A|7F 712

Monitoring Software Blade = 7|°|Efl|o|9] HE]E AAIZto & STt 7] sf FUH

:II*——D gI'TL‘E zCI U EII OE'7| o E Eagl‘ﬂ‘ E'———; 6’5: —-al—l 1__| =2 T -——a|—| Xla © %%
o A5y
SmartConsolecl A+ Gateways & Servers ©l|A] A|0]E¢||o] 2 12 T o}z Summary

g19] Device & License Information — System Counters / Traffic 22 54}t
(FeAEH = W E Z2HA). AHEAHVPN B 7H2-E= Logs & Events > Logs °ot2{<]

nne ser Monitoring °l|A4 SmartView Monitor= &4t}

=2

o] 7152 Scalable Platforms(ElasticXL-Maestro-Chassis) oA — Al d= Al oF 5U T 2AFA|SH
W82 R82 Logging and Monitoring 2|2} 7lo]| =& Z31skA 2.

Cloud Security

ClOlld Security % EaT—EQ A !L_IE 7|!o !ol—ﬂ—bx__l g !1:1—-! E EI E—Q '51-1_,]1:]— !o !—I a—u!o o>
A5 TZHAY, E2-7H) HEY T A2 dH Ao 7} EXo|H, LA &2 RS2
CloudGuard Controller &z} 7}o]=of 14U tH(Scalable Platforms B A ).



Advanced Routing — 5% @}

Gaia OS= 0¥ 2992 24U 54 29" == EZ(0SPF-BGP-RIP), 53|
HENZE o5 (PIM-SM-PIM-DM-PIM-SSM-IGMP), 18|11 of8] 298 F4E Gaia
Portal®} Gaia Clish ©llA F+/d@tytt. AkAIgE W82 R82 Gaia Advanced Routing #2| 2}
Zhol=of syt

SNMP — E& BUEY Z2EF

SNMP += SNMP #2217} GetRequest:GetNextRequest:GetBulkRequest2} &+
trap2 = FH| &5 BYE Y oA sl F4th Check Point -2 SetRequest=
sysContact-sysLocation-sysName /32 = 2= 2| sh=dl(seto] 52FetaH ¢ 7]
27] P% A BQ), Gaiax TNMP VIVZVS = A ek 2AA1g &2 RS2 Gaia
T2z} 7tol =29 SNMP A2 kA .



Monitor &
-Bridge X E Hlj®

Monitor 2 E-Bridge 2 E H||Z

AOIESQIOIE TTENER e T oN 2 a2 & 71K

S HIE 20| YBLICE Ef
2 E7|2t 5H= Monitor 2E 2}, Layer 30]| 20[X| A & F#7t2 2= Bridge 2E 1L|C}.

Monitor Mode = A|°]Eg]|o]9] gt QE|Ho]|AZ A9Q]%]2] Mirror Port(SPAN Port)°]]
7159 sh= A Ay A9 %71 Edljg S EA|s] EU™, Monitor
= ol 25 235 7|1E3th 9 S vt A] ¢ Edjg S

AN = o E 2| H o] d AHE RS FAl EYE Y skAY Software Bladed] 5= B71 &
o}, o] oA Alo]Eglol:

=)
ro
°

fI&o] laL, Aol Fao|m, H|Z TAP H|7F e ¢l the AdY

'Monitor 2E EEZZ] *@ ZE #|7]S EA|5t= mirror/SPAN ZEE 713 AQ%]
(Aol EZo]7} o710 91Z) @ MY B Z&to|AE @ Monitor ZE QlE|H|o] A S 717

Security Gateway & #|°] E¢l|o] & #2|5h= Security Management Server*

ALA|SE A k= R82 Installation and Upgrade Guide2] "Deploying a Security Gateway

in Monitor Mode"Z& ZFaghyc}.


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0211_img1.png

Bridge 2 E — Ho|Z] &tA| 7]t}

Bridge Mode = 7
HAl Ut Bridge 2 E2] Alo]Ego] (=& ClusterXL)E Tayer 3 ool =OIAl o
SUT 3% bridge EHo] A2 Egfjgo] 0] AR § thE % bridge QIE|Ho| AR
T8 Utk — = shute] YEYIAE = /i Layer 2 #7Eo 2 Lk 11 Ato]of] X5
AdYo.

== L

N
a
rl

ITHel Aol E9Jo] Bridge B.E EZ&2] *D) & Layer 2 17rO& Us Y ELT @ A HA
HELZ A3 @ A 7742 9l 2912 @ bridge 4 AE{H| o] A(o: ethl) ® Bridge 2=
Security Gateway © T2 bridge £< A& H o] A (of]: eth2) @ & Gaia ] A H o] A
(ol eth0) ® &4 #3t2 Sle 2912 @ F WA Y B2 731+

o} 7] A Trolg QIO 2 (eth0)= briageer =7n 2h= Aol 2234l a. AHAIgH Hal= RS2

Installation and Upgrade Guide®] "Deploying a Security Gateway or a ClusterXL in
Bridge Mode"E gt}


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0213_img1.png

ey E/dsh d Het

2] 242 2 Bok

=

ACIEH 07 FES SES A2 e 1 te Ol FAH|0AM= et ElL|Ct.
Check Point A|0|E¢|0|= 0|2 ¢l8l & A2 7|2 22t & gLt — F& S22 Boot
y

Security(Default Filter), 22|10 & HX AX| H7tX|9| Initial Policy 21L[C}.

=G
o] z-2 BCalapie Platiorms Flastc ., Maestro-C nassis o= ongorA o¢ & Ut = Boot
SecurityE 1AL A" FHE WelH Alo|Ego| 7} Fiy] 7P Hog, 7] Hoj Aol ELo|&

HESI o) A @ds] Eejshe Zlo] AFPYTh




Boot Security2l Default Filter

Boot Security = #8 ¢ Linux #1'22] IP Forwarding= 1131 Default Filter 32
== 3 Alo|Eglolet HELAE B S gch Default Filter Policy(defaultfilter) =

AlCIER0)7F AR &HFE AREAF 9] AA o] A wi7kA] £ Ayt

Default Filteroll = A 7}A] B1Zalo] 94Ut Boot FIlter! defaultfilter. bootTE

Soleq Wi e 55 = Furt

=
Styct. Drop Filter( defaultfilter.drop )=
HEl = 02 g AEQL EAIG| ok 51 222 & 7). DAG Filter( defaultfilter.dag )= 53]

—

IP Alo]ESflo]-& 2=, DHCP 2%-35< o/-85HA] Boot Filterx & 23ttt

Zjes

Default FilterE v}t = 2 Z7]|= 7|2 o} w19] — $FwDIR/lib 9 H=312
$FWDIR/conf/defaultfilter.pf & EAF — fw defaultgen 02 ZTY

( default.bin / default.biné AJA]) — HutAd = ujld S HE ARo|| BAl - A|2|d 2&
TZ = Amg Ayt Check Point INSPECT 910} E oj= He|zl= ElZglS Hlgto g2

ARG Detault fiter = 95 4= it oju] o0 8l o 22l CONteNt oecurity 71 s =
——=5 I:IL’]E]—

o

&2

LA B2 Ao|EYo]E Al HE w, cpstop —fwflag —default & Check Point ZE2A|AE
=

ol Delault rters =& 5h1, cpstop —fwflag —proc = @A #49 A3} 34 glo| &

&f cpstart = "out of state" E&2 w5}

A




Initial Policy

Initial Policy = #2| A7} A A2 AX|617] 17kA] HebS HaeUt. Default Filtero]
o] 5o e implied rules Clof HHEojAH, TITed] s A= e g4 X0 23 of
SAIT 5§ Yot dagol= F, SIC ASA A Al 2ho]dA FHE Alox

Aol Egllo] & B stm (o]wj= Initial PolicyZt AH&AL 2] S Hols).

He A& oA 254t £¥ — IP Forwarding 1131 Default Filter & —
AEjmo]A A — MH]A A|ZF — ZZ0||A] Initial Policy fetch — T2 &7} AM&A} A 2]

T AAT. o] A Ee o A& Default Filter thgoll AF&A} o] Axdo] iz 2= Fuyct.

/ol whe} Initial Policy7} 5]-&35h= W27} th&Uth. Standalonelaro] A0 =0l <F
JH[)= o] SAINE of & o] SmartConsole©] £7| 3}, Distributed(£28])= SIC-
A ZXE Fet cpd-twd AN of 5 St Alo]EQo] & & CPMI A2 #r5Ut

Z
(Z2hA Alo]Egle] v o] Management Serveroll+= SmartConsoleo] & &2 4 U3).

24| 812 — Aol o B

| B4

=E7| Default Filter/F 30 o er Eel S JFAl JoT A5 ol oF B0 + 2427}
gt A Default Filter7} £90ll B3 Ealig S 5)-&st=A] Ao, 2= <t =™

2 e a5 2 AlFTS% 2 5% 5 o 7IH = oot Menu 414 — maintenance

1

LT — fwboot bootconf set_def etault Filter= CoMA] A 244 St 5

W
To

f

&3t boot.conf ] DEFAULT_FILTER_PATH 7t 2<l).

o] 2E & ( control_bootsec , comp_init_policy , fw unloadlocal , cpstat -f
policy fw 5)2] AAISH AFE R W= AHY Z=xo)A| 7te]7]+= R82 CLI Reference

Guideo] &4t



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/13_CLI-and-Kernel-Reference.html

HO|E2I0/2 20| CIRCH BB BHZM g 45 O L4710 & uj7}t SLICE. O 2 1 4 7t
x| AE Yo — HHS Hek, AU HRA0/E, HY ClHI — S o0 SHOR H2IsiLch Y oiLt

o
StLte| st 222 ME &Z 2M0| oL, 07| M= TR= Al oIl o127l BooreAl =

Ao Egllo] 2% W3 = B2 CLI Relerence Guide ol A2l=lo] &t o
FEofA 2 fw isp_link (ISP ©]=3}l), control_bootsec - fw unloadlocal (ISt
2435t Hoh) 22 R = 77|04 ZAIS] tHEU T Scalable Platformse] 22 &2
3 Scalable Platforms 7Fo] =9] "Managing Security Groups > Global Commands"

a2 U



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/07_ISP-Redundancy.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/12_Boot-Security.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/12_Boot-Security.html

A gietu|e] o2

Ad gletulg] = oI EToI0] w5 a2 Are 2an duth JBrtnteger) T
EAA (String) EFYolH, Alo]EQol= 1 o] 23} 7] 272 $FWDIR/boot/modules/

- $PPKDIR/boot/modules/ & #'d 2E utAdojA 7kt

Fotd 2o Wi 7|24 st AY S 242 € W Firewall 212 mi2ha|g & syt
2]g o] Al ZEl AdUTh Tfw ctl set S&= SAONX(oN-the-11y) Bl s Alr g =
AblA] T( fw ctl set -f 2 P75} 7Hs), dRE

" $FWDIR/boot/modules/fwkern.conf L= vpnkern.conf )OI ZOJOFRT G0 H &=t o]

HAL 2 HE Sofof 3 o] A A H(maintenance window)©o] € 3t c}.

Fol Aol YUt sheule oSS YAEAE T2 5L, Clusterol At BE WS

T o, VOXOTAE T %r0] = Virtual oystem- virtual Routeroy g =,
Tcalable Platlormson = ong security Groupel g o Axshch 74149l mhetu] gl
o] &%t Check Point Support Center?] o2| SK =AY A|dHo] #|F st2 2, o=

HhE 7] 2ot kol w2 = A o] QHH R

TAAHR BE-Z 5E, A2 £HF7](Connection Life Cycle)7tA| wel7b= A}, CPU
307} 727 o]/dR Alo|Efjolof x| F2} 20| 5 AR Aat= BEFo] f AHA Y& T
A (Kernel Debug )& FstA2. 2+ 27|58t —» ZE-Zl0 A - £ - FA —

=4 olzt= g E7]0|H, o] SERF oW AR g2 1 9o elsl= HEH LAY



