2o 37

&of e

Site-to-Site VPN2 T =Y EA0IE Q22 o= OFFSHA| EAISHA| ©L|CY. O]

7t0|EE &= Ol HIEO| &= Sy 8015 S0 w2t 20 SLiCt

VPN 7| &

VPN(Virtual Private Network) 2 && QlZa} 9jof vt=t Qbzsh 4 5st A Ayt
Site-to-Site VPN 2 E5 %|g]3 02 t}2 T Alo]E Q] Security Gateway Ato| &S
Tl 512 0|1, Remote Access VPN 2 Ao|Ego|et 97 Selo|dE(LEE-FiE
BT AToTe] 5 e Yutho] 7fo]l =& Site-to-SiteS thEUT}).

VPN ElEL A 7}A& 23t — Ruthenticity (315, Privacy s = CIoje] oo,
Integrity(F£24) (&71).

VPN o|F+= ZHA|

VPN Domain(VPN EuQl) & ST AT ETN01 T R oole, B30T ol g o e
‘TP H& dYthEncryption Domaino|2tile ). VPN Community(VPN #FUE])
ST VPN el e r e e ae o2, Eldat 1 42 Aogch VPN Peer =
BEE d4EE= Ao Alo|Eflo] Ayt

rlr

rlr

ARUEE T 712 EE22] 2 ZUt — Slartg @) = /g satellite) 10 =0T 58
(central) Alo]Egllo|st 1wt Bl W hub-and-spoke ©]1, Meshim @) = 2=


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/02_Introduction.html

S A 138

VPN EzjZ@ & HUj&= v o] E9lutt. Domain-Based VPN 2 SmartConsoleo] 2=
VPN TH|Qlo) ulet k28 511, Route-Based VPN = 032 oo 28082 = 2)0]

mrar VIT(VPN Tunnel Interiace) o= 713 olejmolams oreo g srUtHVPN EZ2X]).

A5 ste] A — IKES} IPsec

Hyo g2 = 2 £ 39yt IKE(Internet Key Exchange) & ¢33} 7|15 ¥t
HYS tte = 7] e T2EF o], [Psec = VU5 Heord rer [P s4l= Al Hof—
e dyrch IKE gA4te] AaHEo] SA(Security Association) — 7|2+ B o] o st
sto] — AU tH(IPsecet IKE).

A1 2| 9] vtgr2 13 A Yt ICA(Internal Certificate Authority) & 2] A{H{o]
UE 1S 713 2 & Alo|Ef)o]of VPN ISAE L5, 2JF CA 52 PKI =
th& U THPKD.

29 FHE 5+ 7l5°] oJ5Yyt. Link Selection(VPN E
EP(Multiple Entry Point)(VPN 117}-8/d- 2824,

d), RIM(Route Injection Mechanism) (VPN 1jo] =]91-S = roj
8o 2 ZHu}), Wire Mode(41 2| VPN Ezfjzlo] glsid 9-3]),

VPN(E&Y ¥ Z4A)), LSV(Large Scale VPN) (= mjo] S AX glo] vjx) 7} H

Aol & AEfjo]A-F =

Permanent Tunnel (%A

=
=

Directional


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/04_IPsec-and-IKE.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/07_PKI.html

Site-to-Site VPN 47|

Site-to-Site VPN 27

Site-to-Site VPN 2 5 AlO|EQ| Security Gateway?| gi&lof izt H'E2 0t 1O EE
2 QIMSHA| S41 SFA| 2LICE O] 2 VPNe| 4t EZEX|, 2tE WAl 2 J2IS &E

L|Ct.

IPsec VPN¥I} A2 4

IPsec VPN &322 A|o]|ESJo]|7} ThE A|o|Efl|o]-Zeto| A Eel Fa1Hb= Egjd & o453}
2353} 3t} SmartConsole® AZ2S A5, B9 BI=tAuthentcity) 714

(Privacy)- %24 (Integrity) < E2ghct.

m

IKE, ¢S5 35}+= IPseco| &&U Tt}

VPN ARYE|} EEZA]
VPN Domain & TITTENCT T EEsrs I TEDTT =0T ol 7, o] ojal5e 2o

Z10] VPN Community YUYt A 7HEH:= F EZ24 2 AU

IMesh?@} Star EZ 23] *@© Security Gateway @ 9]/d(Satellite) Al°|Efo] @ F%
(Central) Alo]EJlo]*

Star(A4¥) = ZF Y4 Alo|EQo]7} Y5t HES W (M 2= ot wS) Mesh(H3d)

+ ZE Al°JEdIo] ol M2 HE & HaUd. 2 42 s=sUd —dE S

AFoT=2T therpomr 45k gyt


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/04_IPsec-and-IKE.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/images/p0015_img1.png

Egjgd s HYj=HH e = Zgf iyt Domain-Based VPN 2 SmartConsole®] 2=
VPN Zu|eloj uje} 2}28 st (StarollA 94718 42 712 B4 o) 5-8), Route-
o\'o=1" o™= 701_E—o—- To@_qq(m

EZ23%)). o A3 Hlo]= 2& AZ-QlE o] A [PE 12X Link Selection ©] &4t

ase

rl
If

el

R82= IPVv6E Site-to-Site VPN(Main IP<>Main IP)of| stsf A|gtd o2 x| Lstyc}. [Pve=
TRIVo T, TPVA o ToVATovo o TpvoRr 215l Remote Access-MEP-Route-

Based(VTI)-Wire Mode-Link Selection & A4d4 7|52 1Pv6 B A Uy}

AR 74-e Alzkslz|olA A R ofoj Ui},


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/06_Link-Selection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/03_Getting-Started.html

Nal7)

NECE

Site-to-Site VPN XS MR €2 Ul Z2ES ©9Z SEL|Ct—IPsec VPN £3|0|= AH7|, VPN

HRLIE| 2F=7|, Access Control & 724, E{'d =2l 0| &2 O SES Me|gLCh

Step 1 — IPsec VPN &d|°]|& #Hil VPN =H|Q1 9]

Site-to-Site VPNol|= IPsec VPN E&|o]=& # Ao|Eo|7} & o|A "esh]r}. Z+
Aol Ego] & A x]-SIC A2 £+ -EZ24] 53 5, General Properties > Network

Security ©l|4 IPsec VPN & Al&i gt}

2

ke Network Management > VPN Domain of4] VPN =o ol @ of wael) 2

Aoguth — EE2 7| 25 (FlolEglo] | R2E 1P, 7|23 £ ARgA o (57
HEY I 25 #9) Soll LgUTH ¥ AH7E ICACIA o] Alo]Eo]-& AFAE A
2 St 97 CA JISME &22H PKIE w4t

Step 2 — VPN AR YE] 27|

VPN Community Z4A|7} = O[ERO[{F FeehHE A9 & A¥Yt}. Object

Explorer® VPN Communities °j|A] 751t}

Star Community = Center #|o] E¢Jo]¢} Satellite Al°]|Efo] & A staL
(VSX-Maestro Security Group-Quantum Spark: Centerol] & ¥-&), VPN Routing<
"To center only" 52 & 3]t} Meshed Community = THE] A0 Eol0l == Clof
M=z HES 954t 4% 25 Encrypted Traffic o4 ‘Accept all encrypted
trathic(A[°|ERo] {F = EZfy §feel) & AX| AotH, 43 3}-Shared Secret- 1L

72 [Psec®t IKES A th& Ut}



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/07_PKI.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/04_IPsec-and-IKE.html

Step 3 — Access Control 2]

Accept all encrypted traffic & 7| g¥otthd, T OBl O] Eoio = o] g ol AcCCess
Control 774 & EofoF gyt F32lo] VPN AR UEo] Z-854 5121 Rule Base2)
VPN € o] Any (€ AFYE+RIVPN) =+ £ AFYE(C]: MyCommunity) &
H&5UL o2 o] BRA=AA Ay, VPN=MyCommunity, Action=Accept H L
AFUE 2 =HQl I st Edg S sl &gy #2322 FH A2 AXdu

(Security Management 7}0] = 9] Access Control).

Step 4 — g'd &<l

Eldo] & 5h=x] FolstaH, SNg 1A Tracke Log= +1 E2igg 4ozl 5, Logs
& Events > Logs > Tunnel and User Monitoring 2= SmartView Monitorg &
[Psec EafY-g3 gY & FYt} 35t encrypt-decrypt-key install 21 7} BJYch

(== Logs ®HollAl ven ZA8).

13 AL ool

712& Al §19] g A2 Alol Edllol A2 A-FUE ZAAol oA sy —
Alo]EQ)o]]ll Link Selection-VPN Tunnel Sharing-Wire Mode-NAT Traversal,
715U €<l Tncryption- tunnel Management VPN Routing MEP-onared secret 5|
A0], o]ojA|= FEollA sty Eof HUH

2



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-mgmt/09_Access-Control-Policy.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/06_Link-Selection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/10_Tunnel-Management-and-Route-Injection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/11_Wire-Mode-and-Directional-VPN.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/10_Tunnel-Management-and-Route-Injection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/12_MEP-VPN.html

IPsec?} IKE

IPsec2} IKE

VPN E{d9| HE2 £ TR2EZL|CH — TS orao N o= IRE 2 1 7|2 Ho|HE L=3tst

= IPsec YLICL O] 2 =0| oA St=2 E{E S MREX| FelRiLT.

o} IKEZ7} 2237}
o% YEsol s FET T T IS 2t 28 1712 skl s 2

7o) A4 Yt IKE(Internet Key Exchange) o X+ G0l 7[5 A F1IRFA

= = = o]
BT~ FE S = = ° 51— Al = —]1:1]’]]:]'

HZ o] Diffie-Hellman(DH) Ut} 3+Z9] 71l 7]ef thE £2] 371 7|2 "3-f HY
(shared secret) = M= ©l, IPsec th¥d 715 o] 25 ohuct — A oA 7]7}
TAE deme a0l a0l & aUth IKEE o] 37 ¥Z& AZsta 453724 Hhol

F Az Ud 34

IKE+= & phase 2 o|Z|X|11, A A7 24 TA|e] EUE 54T

= o, Phase [1= 9|3 W o) 3tojatch. DH 7] A
IKE SA 7} Phase 119 7|- "} &tel7} "y},

IKE Phase II(Quick Mode)= Phase 104 go]st 7]-0iHo 2 53t © i 23 of,
sec 7|5 WrEw AFAE uler by} 1 A3tEo] IPsec SA o], o] 7]-{Hof waf Al

g oo gesraol Hae o5 Y



IKEv1¥} IKEvV2

IKEv2 = Simplified 2= VPN 7{FYE]o|A ¢ =™, VPN Community 24 2]
Encryption oA A4 ch(7] 22 IKEv]). TPV6 Eolsole @7F IKEV2/T Arso.

o], 455 By AL TPv4oldt 2 8H Yt

FsshRAY P

Aol A = metul e 7t Fal Ut — Hesr T e S ALS 128 ALS-250 &) 2 314
(F+24) €32 ZF JdUYtt Phase 1(IKE SA)T} Phase 2(IPsec SA) ZHzto]l thsl dshH, VPN
Community Z§#2] Encryption AAo|A AUt of s A WA 7] aghe

Quantum Safe Key Exchange°llA], 154 7148t Q152 PKIo|A| tHE4 .



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/05_Quantum-Safe-Key-Exchange.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/07_PKI.html

Quantum Safe
Key Exchange

Quantum Safe Key Exchange

LAt ARE7L I Y= E 2 = UCtsE R AK[HAM, 7| ngts SA SHE ACA| StE=
20| ZQHFELICE. Quantum Safe Key Exchange(R82 O|Ah = IKEV2E Zshs 1 5|23
= %’L‘ll:l'

5+ 7HA] IKEv2 733}
o] 7|52 IKEv2°] & 74| B g3ttt

IKEv2 Intermediate Exchange(RFC-9242) = 7T IKE o eriragmentation)
AU 2 Saore /T oer 2 TYsl], TIKE MAAS 1D thasrs QA gyt 7] wgh
Aol oA w E35] 383, 7] [KEv2 &A= & 4 gl A E vy

IKEv2 Multiple Key Exchanges(RFC-9370) & A& t}2 ¢ dueg|Eo2 oz i
71= W2 5HA 8l Ut — Post-Quantum(GAF WA) dg]|&S E3F 8 4 QUF. A2
AA| ko] Hoto] 7 45k A EhE e B4 "ok AU & g Wio] 3=
AA| 7] wghe bd sHAl fAHY T

o) F2.37}
o] ZstE2 2 7] w¥ I PQC(Post-Quantum Cryptography)S T35k #7404
IKEv29] 5Bt Jaloii Huytth 442 SmartConsole2] Object Explorer > VPN

Communities °l|A 313 #HUEo]| &85ttt

2|5k, Quantum Safe Key Exchange= Sl = 44 TFA BHE 717
AHSIEE [KEv2E vl the]A]7]& R829] A 7|5 Ytt.


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/04_IPsec-and-IKE.html

Link Selection

Link Selection

AlO|ES0l0]| QAUE{H|0|A-5|M0| 04210|H, VPN Echti= Ol IP IO = = aAl &ofjof gt

LIS LI

= o sk A~ 0
2ol s 4 gy

Probing(B3) 2= J29| 7}-8/dol Wzt Y25 A9 stat, VPN Load Sharing S =
7h& B2l VPN E=i g2 &4 5tH, Service Based Link Selection £
= AE-S #|o] Yt} Remote Access VPN Zeto|AES HA L2 Site-to-Sitet T

e e 24 4 eyt

R829] % 7kx HIAUZ

R82E-E] Link Selection |74 Z0] EuUt}. Enhanced Link Selection(R82 Al 7]%)
7} 7]& Whao] 9lof, @70l WA 15Ut Enhanced WAl 33 Aele o Jusia

fAsH HEU

Link Selection ISP o|&F3tete GrEg Lt} — ISP RedundancyE AW 1 A7 0] Link
Selection2 §oi22H, VPN QA= ISP Fa Holl 5 A Aopdsyt. 42stH, Link
Selection &41o] o=l 2704 VPN Egfjg o] P 27184 - Fot= AlHstA 84| sh=

EolAUTG(HR S B3l 7A dE g & ).


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/07_ISP-Redundancy.html

270 7] 7]¥FLZ(PKI)

37N 7] Z]EF2ZE (PKI)

VPN I|0{7} MEE = Ttat 2ot dhiH2 FISAT LICE PKI(Public Key Infrastructure)
)

= SS2E L[

JAZA = AgE Wi Y2

X.500 7|4 PRI Al=lahs CA7} QlElElo] IZA S W shaL, 1 A2 Aol TETEe 2
7T 7} UL CAS W Toj: CAS) MBS A2 AZHE
"AElelo2A )" AAS WolSelUth [KE EZ2E 723 91Zo| B g VPNol PKI
Age A g

<
g
7
o
(i
ffo
1:1
rlr
2
2
[m
i)
2
I
v
wn
.
N
0%
i)
i
i
@)
p
N
N
II
e
111.1

A7) 7 1__7 O?—_ o —6_7 717 — Yo 6]‘1: o *_‘O_7 7 [¢]

il

o

o
L
I

1Y
.
(@)
>
ok
9
N
fu
[-'O
o|N
x
R}
4o
i
o
o|N

ol
&
2
fuj

o)

=
- O



ICAS} @3 PKI 9=

R E Check Point #2] Al o= ICA(Internal Certificate Authority) 7} 3lo] AT0]
HeJsh= Alo|Efo]of VPN ISAE g gyttt 22 ¥ A7t deshe
Aol EfJlo]7]2] = o] ICA Hoil VPN 7 2j7} Zhgh o}

SHAI% 913 PKI 950] B ¥ urt &t — TN T NI T
= ICATT M50 =orAer, ZooT al-Check Point SH| 1 F-dYt.

ojuji= 2| F CAZ}IFF AFAE Alo|Efolofl S8 N2 E RGUTHAlAs17]oA 2

ASA Ad=E).

e, AF AloJEfol7|g]l = ICAR A5, 28 A -AMETtE|et= 28 PKI 95 o2
Q1ZA] 7]l A2 S A2+ Zlo] VPN Q1Z9] 4duth. o & Alo|Ego|eto] A& A2
Zete .28 AolEg)o] VPNoA thEyth



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/03_Getting-Started.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/13_Cloud-and-External-Gateways.html

VPN EEZZ2X| — Domain-
Based-Route-Based

VPN EZ2ZX] — Domain-Based-Route-Based

VPN EzfzlE O A S SEof=Lf /| EEZX|E 7}EL|C}. & Z2| — Domain-Based

o Route-Based — 7} Q10, &t SH0| 2t nEL|C}

Domain-Based VPN

Domain-Based VPN -2 SmartConsoleol 8o VPN =oelol tref Sons = orv g,
g ZAER EgS Huje TR L A0l E010] VPN =ma = 8 afloF s,

Q8 JL42 SmartConsole°|U Alo|E9lo]2] VPN 28 A4 1A ( vpn_route.conf )
of| A 2.

4 229 All= VPN Routing Ut — oS 5o AlC[EF° e R IS
aﬁmm FAIsHAl Syt Star

EEZAlA O[EFCI/S $F= A4 =l shs Aol hEAAYTHEGol 4
/el Hde 9l SHE EHQle R 2heH).


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/02_Introduction.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/02_Introduction.html

Route-Based VPN
Route-Based VPN 2 D00 Brog 808 2 5 2 ol trer ore g gtk siale

VTI(VPN Tunnel Interface) — Y HEH 7HS QIEHO[A Quth T mofof

o

M2 A2 4 23R ZREES € 4 9l e AdUH — HE & £ 29" dl=o]
oF = ACiAg ofv g JEs uer Yt} ©, Route-Base = 4= A
Qte] Alo]Efjo]7|g]gt F+¥ =, Rule Base®l Directional Rules 8 sHoF &Ytt. &=

Aelstd, TR Aol E AT ST 2 otar e gole bomain-Based, 52 2950
dastAY EdE &2 Emlo]AX | thF 1 4 9 Route-Based(VTI) 7+ S5t}
VTI= RIM(Route Injection)-MEP 72 13 7]5#= 22U, Route-Based=
IPv6 B A]¢).



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/11_Wire-Mode-and-Directional-VPN.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/11_Wire-Mode-and-Directional-VPN.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/10_Tunnel-Management-and-Route-Injection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/12_MEP-VPN.html

Large Scale VPN(LSV)

Large Scale VPN(LSV)

XH-2HALEH 220U EE A= VPNO| =4~ T0f 0f 0|2 MZ2 ZH|7t dZLIch—
|07} St = miotet #ojot= 2= AlO|ERofof] B M EX| 7t ERMX|E. Large Scale

VPN(LSV) 2 O|E s{{ZgL|Ct.

LSV7} F= &A

LSV ﬁm a1l ol EUth A Toj7h Solx
Zgoll A o] TA45HA| ot HE =, thw Bre] Ba] Beg 27 Pof Fujrt.

sl LSV T2uel Yuich. 7 mo}2 2lglo] x|z BEw H R 0] Wi oA,
menle theel ¢4 FolE sl 2 of PRI o A s o 57

ST} Star EZ2X o)A T o o oD e g eo] & gk},

AestA, LSVE "uloj7} & wjuich £ojjof 5" i 2 VPNQ &4 2A|S, CA-Z2utY

IRFARs = sl Aok 7l s AUt R dxts 9 s A ).


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/07_PKI.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/02_Introduction.html

1 ZH2]-Route Injection

Y #2]-Route Injection

VPN B2 &A| &2 1, 1O MefE 2El0| gtE dt= 7|s52 Z/USLICH— Permanent
Tunnel-VPN Tunnel Sharing(Tunnel Management)Z} RIM(Route Injection Mechanism) !

LICt.

Tunnel Management

Tunnel Management £ E]d2] L7} 7i+& tHEY T

Permanent Tunnel('3A] E]d) & Y= = 278 go= 74 gyrt VPN oJ&=7}
ol HA T o= o1g o] o8+, AHA] EE-2 Tunnel test Ao = Bl o=

e Fo] Fol- A2 ZAE SA Eord 4 A FU. FES qu%sﬂ TAIE AA

VPN Tunnel Sharing 2 3707 70l =a0] oF M= B& o= Ao] o A28 7t
S YUk ZE B AEl= SmartView Monitorol A &4 th(Logging and

Monitoring 7}o]=).



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-mgmt/
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-mgmt/

Route Injection Mechanism(RIM)
RIM 2 ?—EWWEME} Ejdol

Ao Tl s AUt RIME Permanent lunnel©| /g AO1OF 4 4= l=d,
tunnel test T{Zloll 2 Ho] glo] Ejdo] "down"S 2 WA E ™, RIMo] 1 HZE 28
E|o] &0l A A9 o] A 2}e-9 5ol HEE ZAlsHA ddt. 1 2y HE = 7
Edjufol o] “gof thA 4 e gyt

STETOl e 7]5 3 u}(c&, RIM2 IPV6 ul A ).

AalshH, Permanent Tunnel2 E|Y-& Atg] =3, RIMC.2 11 AAE UE at2glo]
Gl ol Al Az 23]5H= Zlo] o] o] x|y}


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/12_MEP-VPN.html

Wire
Mode-Directional VPN

Wire Mode-Directional VPN

VPN E2fEe] FAS a0+ S &= oAl ofs 7|15 FUSLICH— Wire Mode 2f

Directional VPN Enforcement /L |C}.

Wire Mode — Al2| Ezfl]o] w5ty 23]

VPN #HEUE] oto] Eafjmle o|u] AFHo] 1 OFA stma, A 7o Hreh 12le & &8st
Zlo] 2 3 w7} @&yt Wire Mode = WX Qlg]Hoj At AHHUE S "Alg]
(trusted)"2 A A3] VPN 21z o] ursp S 23] dhch.

4 dEle & AEAUS — o] AEIL V" SERoA gteTk " E" BHA = Tt
E t} yeso| 2l FZ Alo|Ego]7} &3 71 B UE]7} Wire Mode™, Statetul inspection=

S5 7o Y
34 o] o] EUUT AT Gio ] MA0] ME A4 ot 7w aas] Mo
WY 1, Stale Go= 60 % ofd 54 998 e = &+ A Al gyt 24
Wire Mode Route-Base = /ot 5tal, MEP /49 dAA-d5& =0l

ol 2y},


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/12_MEP-VPN.html

Directional VPN Enforcement — 8} 7HA)]

VPN ZAFUEE 722] VPN Fofl g0/, SUA|-ZHX|7} 7| FUE| Q| o] Z|o|Efo] & &
70T o] Eafmo] F¥(bidirectional) LTk, SHAIR Bt HA & Y3t 3 E3HAL,
7R UE 5 AR EQI0lE 27t =st EfY & tRloF & it sy

Directional VPN & Z4x|7} ojt]jojof 511 22 2|7} ojtjojof sl=%] & HA] T}

T2A g AFUE oM, Ex AFUE AtololA e AAIE 4 25U 53] Route-

Based VPN vjZ35}#{™ Rule Base©l Directional RuleS A sfjof gy}

A 2|stH, Wire Mode= A2 VPN Ezf™ o] AHALS AeFs| 52 ged-

A%

==

1rectiona — 9 ¥el /=11 E o] 7reF A|2F= T]5}


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/08_VPN-Topology.html

Multiple Entry
Point(MEP) VPN

Multiple Entry Point(MEP) VPN

MEP(Multiple Entry Point) = VPN ¥Z0]| 117841 23} 242 == 7[SQLICHL LIRS
2 S0t T e = oo] M0 =A0I= 2hS0, itz 0 CHE AH|0|E9)I0| 2 MZ0| |XI=[A
2=

VPN oF A[OIEROIVF L FEFE T {UAF olel, 1 Alo|Ego]7} 9™ mo7}

A
LH‘]‘T]‘%]—QI ;ST—_L@"#‘ %)\%qt‘]' MEP -—‘:?:}_.'76] % =T e 1:11_—?;_ T AT OlEHAICl=
R

MEP vs Clustering

MEP?} Clustering(ClusterXL)2 & t} 17184 -85} ARG o] 29t xjo] 7} Fth.

Cluster AH= 22 AXON sync STEHO] 22 A9 914 & ofof 1A%, MEP Alo|Egjo]+=

224 917 Aoko] glof @M o2 Wojzl FH|E T 4 YUk = 2L Apo|E9)

MEP+ RIM(Route Injection)-Wire Mode®} 3

o% o

ST & 5 Ashl syt 199 A


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-clusterxl/
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/10_Tunnel-Management-and-Route-Injection.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/11_Wire-Mode-and-Directional-VPN.html

Zele-E-2 7 A
o] E9Jo] VPN

F2}2c.9/H Flo]EgJo] VPN

AL AH[O|EI0]77|2]|2t0| OIL|2t, BT =] JTa A =TIt 2l A A= e Aol=mor 2t
= VPNZ SHO{oF & w7t QELICE O] &2 1 = AlLt2|2E H2|etL|Ct.

Z2t$-c9| Virtual Gateway®l VPN

22195 (AWS-Azure S)oi| H)E 3 TPF Securty Cateway T VI 2 g 4 gt
emau| A Ao Eglole} FeF9-E 7 Alo|EF0] Afoo] ElYS Mg, Al Zeker
T ORI &2 &Ytk CloudGuard 373} 22ejo, 7H4 HlEL 3 Setecg

Q] VPN Alo|Eg]o]e} VPN

External VPN Gateway = 5o] tro] AEI7T ST olol Al ogas Aol gm0l dych & Ae2
gk — WWWW

) < H-Check Point Aol 2910 ]

0

1= v o] 22U th. Theck Point I Aol Edol/Tol= PRI Q1= AT &2 Al S o
111, AJEate]u) Q1= A7} o 3-2 7292l Pre-Shared Secret(AFd 28 H|d) o=
BSUTh AlAsE7]oA & VPN 7 YE]ol &7 Alo]Efo] AXE W Z i o3t
-Shared Secret2 T+ gUtt.

ftlo

A
T

;O
b

AelstH, S5 7HE Alo|Eflol= AAE <t A2, F Ao|Efo]+= AFA]
(Check Point) = Ard o BN =ure]) = VPN &4st= Alug| e gyt o8
Alo|EfJo|et AT f &3t AZ A= A AZ2-AZ FA| siAolA thEu ).

=]


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/10_Other-Operational-Features.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/07_PKI.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/03_Getting-Started.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/14_Control-Connections-and-Troubleshooting.html

Ao} Q7.7 A 52

VPN HFLIE|Z7 Mt 2 SEote{H AH|0|E4|0]-2t2] ME{ Ato|o] H|of HZA 0] Eaq /I0{0F 5k,

FEETETT = Z0{of BiLICh O] &S 1 S8 Ha|gLct,

VPN #HUEle] ¥3he #o] a7

VPNo| 525t HHE Alo]of| ofg] Ao} A4 (control connection) ©] Z 23t} — 7]
23 B9 g AE, A Ax], AY-Abe] 29 =elUch Check Point Ao Ego]of= OT A0]
A4S 5]&5h= implied rule o] 3lo] a2 ez & 27} glasyt

thot J2of M =utg] st o] QAL implied rules & ¢ ofl&, o] Ao AZ o] g5
VENo| S2154] 242 4 gt el TSI & 2ol S, ool
HAIH o2 &-gafof grYth(Identity Sharingol A &= H|%:& implied rule 2J&& B&UTH.



file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-ia/09_Identity-Sharing-PDP-PEP.html

74 23 70| NAT Ui}, VPN ETror 22T NAT e AT TPsecoT T o
l=tl, NAT Traversal(NAT-T) 2 TPseC M4 S UDP= & erol NAT= 5o A7yt
(Aol Ego] Ao d7 — Al&stz]o] g d7).

_j_‘_:'UI'Oﬂ 'L.“i]'__— '11_—]: ity ST = = =4, D—E— OHEEX;X
2t So] Y9lo] Fych IS SmartView Monitore] B|E RUEE o2 gd AES
B, 230)|A encrypt/decrypt AT E &RletH, 2 B2 HIF = F=x0l vpn FHTH

g w12 B3t

2o, AHo] AZo] A 2| golsl 1 (E35] A=ute] Wshd AH2), NAT-TZ NATES

H71H, 22 242 4 st= Zo] VPN &4 si2o] gAY

30
rlr


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/03_Getting-Started.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/03_Getting-Started.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/15_CLI-and-Reference.html

~ -
HeE-Ax
CEEET

Site-to-Site VPNS BHEZ H|0{- Tt ot= Tt X XAtz S HUASLICE Yot BH A2

HE ZMZ F7|1, 7= 20| /1 AT F=X| S HSLIC.

—=.
VPN ¥ &
VPN 29 3 A= N2 CLI Reference cuide © AalEo] &yt AL ypn
Hygo g BY AJH & QI-SA ol H Y Aa 5 Yol vpn tu 2 HY
S ElgE], vpn debug E T 1), A4 BA Ao & A o] HHEZ ).

Ze|AE AL TE MRS 40| A9 o1, Scalable Platforms(Maestro-Chassis)ol| Al =
Expert ZEo||A 3| Security Group ¢jollA A3yshct.

I
A
lo

=

QB Zo| th2 7ho| =9t npirtx] 2 Working with Kernel parameters kernel
Debug 7} 31t o= Security Gateway 7Fo]£9] & =-7d Izt 22 35 FAolY

F15k41 2. Appendix o= VPN 173 Srait vpn_route.conf o) o ot A28

|
I3
ftlo

2

kT
N
ol o
)
2
L)
L
0

Aelotd, 4 /-2 SmartConsoleZ o= E'd AJE-SA T2 vpn FE 2= Wiz7tH,
1 AA FE2 R82 CLI Reference Guide 7} gt


file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-s2svpn/14_Control-Connections-and-Troubleshooting.html
file:///C:/Users/qwe24/OneDrive/00_%ED%94%84%EB%A1%9C%EA%B7%B8%EB%9E%A8/%EB%A9%94%EB%89%B4%EC%96%BC/Guide%20book/site/cp-r82-secgw/13_CLI-and-Kernel-Reference.html

