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Maestro Overview
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Check Point Maestro introduces to the industry a new way to utilize current hardware investment and maximize appliance
capacity in an easy-to-manage HyperScale network security solution to bring our networks and data center to the world of hybrid

clouds.
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Maestro Security Groups
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FEach Security Group is a logical group of Security Appliances providing Active/Active cluster functionally segregated from other

Security Groups.
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Introduction to Maestro
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Quantum Maestro Orchestrator is a scalable Network Security System built to secure the largest networks in the world by

orchestrating multiple Check Point Security Appliances into a unified system.
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Getting Started with Maestro
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Upgrading Maestro to R82
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Authentication between Maestro Orchestrators
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Starting in R82, you can configure mutual authentication between all Maestro Orchestrators on your Maestro Sites to make sure

their communication is secure and encrypted over Internal Sync ports and External Sync ports.
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Configuring Security Groups in Maestro
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Managing Security Groups in Maestro
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System Monitoring in Maestro
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System Optimization in Maestro
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set cluster configuration image auto-clone state on # SMO Image Cloning (Auto-Scaling & Xl)

show cluster configuration image auto-clone state
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. = Fast Forward upon match
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Maestro E&]E24El

Troubleshooting in Maestro

Maestro 2|2 CHE o M= B3 MAIE 22 ME{QJLICE HA 0oL H|9f 5tLt — BAREaI0Ib S Cala T o
Haraware DIagnostic == A oTAl e LILT (Known Limitation MBS-17809).
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reboot O F, B® 5 5% Qbofl ob 7|ut =2 Boot W42 5017} "Reset to factory defaults"S 121 yes S JH g ch
AEE Z MGMT EZE IPZ Gaia Portalol]l 43l 2% A% npHAS S ch

# Gaia ClishOllA

& = 0t 3| » Boot 0% » Reset to factory defaults - yes
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