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Gaia Clish — The name of the default command line shell in Check Point Gaia operating
system. This is a restricted shell (role-based administration controls the number of

commands available in the shell).
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T/ e DBE oS oA 2 Wi} 5tal, System Restore= &EHUTH W] uhd-2
backup_<HOIESI0I 01S>_<<M>.tgz FAQE o]Fo| o, HstaH o] it o]Fo]
st — o5& ek Mol A show backup logs 2 ZhEUth 59 Alol=
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HERZ #e] — QlEjmjojA8} 2f-2 5

HER3 22[= Gaia 2F9| 7H% 2 FYOZ, QIEH|0|AE SFHZ IHS11, ARP-DHCP-DNS

I

=2 A

= MAst1, static routeE ZZE H5t1, NetFlow=Z EzfZ2 HELHE ¢S 25 OFRELICY.

rlo 0

ol TS 31 22| B9 A A 2} 7150] SAOIT AR MEX| BN SF ST FalBLic

—

P Sk=3

o
N2 Hxt= 212 "Network Management" S 2105,

GaiaZ} A dsl= AE|s|o| & 7

Gaiat ot¥sh QIE]mlo| A S thE Ut vl &) e H o] A(Ethernet) 2, Gaia?t NICS
o= A3 slE2Z Portal-CLIOIA 28] QEH0|AS Z7HAAIE £+ g1, 7tE WA=
A ARIS 3 AgEfoll ARt 3ttt 1 9fof] of7] 7H QIEjHo]AE AUt — Alias(sh
olejm|o] Ao ®Z [P &7}, VLAN, VXLAN, Bond(332 £2), Bridge(LZ HalxA),
Loopback, VPN Tunnel(VTI), 6in4-PPPoE-GRE &9 {Jut}.
Maestro-Chassis &2 2+ MAGG & 15Ut ot VXLAN-VTI-6in4-PPPoE-GRE &
334+ Scalable Platformoi| A A|QE A & oy Fo]sjjof g tt.
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VLANZ} Bridge — 7|&€ EEEX]9| &0 ¥7]

VLAN <Qlej#|o] A= Ethernet QIE|H| o] A flof 7Hd LANS 28, 7| EEZXE &2
i A S AP A2 BEUS U Al Yt A9)%] ZETL Access REQIA] Trunk
RERI|of upet /4do] YetA|H, &2 O-E VLAN HEE Bridge®= 2™ VLAN ¥
(translation)® g4t}

I Security Gateway @ A 2]%] @ VLAN H$F Access mode bridge 1 @ VLAN H$
Access mode bridge 2 G VLAN 3(eth1.3) — VLAN %t EZ 22| of *@ Security
Gateway @ £9]2] @ Access mode bridge 1(VLAN ¥%H) @ Access mode bridge
2(VLAN ®i%h) ® VLAN 3(ethl1.3)*

Bridge QI EjH[o] A= T8 TaE ArA| gl v SEIE 7F
gyt & g m o)A (bridge port)S A3, 3t ZEO] S0j2 T E Ethernet

e e LET A2 oA T oo s mer Ao A gyt — = & eV}
e HREIAE THQlof £5H= 714 2 E AQx]7} Hut). 3 Bridgeol= T
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Bond(Link Aggregation)= oj8] 22| QEjwo] A hi}o] 714} QIEmo] AR Hof, B3l
CF=T g onol At Aags =0l = 71&€Ydych 54 F-goll+ IEEE 802.3ad LACP &
21t} Bondol= IP7} 231, 291 22 Qe 5 o] A(subordinate)oll= IP7} 9] o1, gt
Bondoll Zt 8717k e 4 Qleruich

I Security Gateway(1A QTE|H[0]A 1 - 1B QIE|H[o]A 2) @ Bond QTE{H[O]A B) 2h-2-F
— &£ QEHo]AE 5tt9] BondE F& *@ Security Gateway(1A QIE|=|o]A 1 - 1B
A H o] 2) @ Bond AE|Ho] A B) eh-Ef*

=2 Heke = Zgjduch. High Availability(Active/Backup) = 3t Q1 Ejnf|o] ARt
Active® AT} thog]d t}2 Ao & 2= w|A oy 3 0|32 =1 (A9%] o] 23 &
Z1¢1), Load Sharing(Active/Active) = UP AE]e] B E SQlE|m|o] A S Ao # TS
2oh3t ghch(SecureXL B, A9 o] Z3H= 1]x|9). Load Sharing®] B #4021
4212 == Round Robin, LACPE 332 &435] 7HA5}= 802.3ad, 34| 2 U= XOR,
22 (bundle) &9 & shhwt ActiveQ! ABXOR 7} 15U th.

ARP-DHCP:-DNS — 7|2 U EQ|3 Au]|A

ARP(Address Resolution Protocol)& TP FARE = F= =] UER T F g =
MAC) 722 2= A4E IZEZE, Gaiaolld 5242 ARP F52 B Fagduch
DHCP Server 2= Gaia ZH|7} A4 HEY A TAE P2 Y EL A mletu|g S U F
A 3l (IPv6+= DHCPv6), SAEDIE 25 AAsHE= 4110 0 55 F 4 Ql&UtH(Scalable
Platform ]2 €l). Hosts and DNS =0 z|oj|A= SAE o]&-&H|2l, 2 host &5, DNS
Mul 2 skalol A Ashch
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B2 S g0] BE= SN Bme Lol /I, o] =0l T Rw s T, e A
(default route) = ger o 2Yth IPv4-IPv6S 2t th2 0, IPv6 Neighbor &%
7|4 A

o 2 F2o] 2282 Advanced Routing 22 Foj7tUch 537 2282 Gaia
Portal-Gaia Clishol erdol s e o] BGP-OSPF-RIP ¢} 52 HeJZ|AE 28 (PIM
SM/DM/SSM, IGMP)2 A ¢ttt 524 228 9] /FAl 71/d2 B = A<l R82 Gaia
Advanced Routing Administration Guide©l|A] th&Ut}.
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NetFlow = E&|d 2UEY 2] AA = 2 Z(Cisco’} /i), o SAE (NetFlow
Exporter)7t ZH41Q] HEQT 55 JHE tf2 SAE(NetFlow Collector) 2 U EA51A]

gyt o714 & (flow)olt 22 EAS 7H ©EF ozl 2AELS SR GaiaolAl=

0
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7|2 MEEE SNMP ZLIEE, & AZE, 20, T4 Hof, 642 A & =
2t5t= Cloning Group7tX|E OFRELICEH O] &2 Zt 7|52 MUS JHE fIFE He2|oHH, ofH T

Q| BXt= /2 "System Management" 22 &1L,

A5 e} AIZH, 283 Proxy

System Passwords °|A+= F 7HA] 4] 45 eyt — Expert mode ¢S}
aintenance Mode) @< durtt. 2z 74 oAbl A] A3t o] YT ES o 7] A]

4 =
OHAl BHE 4= lom, Hebd &2 A= t=27 &4 Ay

Time 2 S4-AFAH S 525, = AF-s ‘;‘;’%L]E]— /\]Z_}-%7]§]'E‘

ASAH A5 23 -2 4H 2 Sty

Proxy = 3Z2|7] 419 F+wol BedUt. Gaia 2JAAE Proxy 2742 OSof|wt
4251 Software Bladeoll= 85| & &Utt dij& Alo|Ego]-3a] X877} ddlo|E
‘ThreatCloudell 44 wj 2= Proxy= SmartConsole®] Global propertiestt ZHA]
ZROTAT 278 otH, o] Gaia 9 Software Bladeol|9 A5 Ut} & Alo|Ego]
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Cloning Group — ©J2] Alo|Eglo] & 3t Ex]¥H

Cloning Group & aia A|°[ERf°]” 3+ & /5 =3 ) =
s/12Fote 7w Ut & tollA v T1F AA|of HA B =, H|Ls51HA| 2gsloF &
Alo| EQlo] 58 AT A §A5}7] £45UtHScalable Platform BA|¢). 57|13} AH=8h=

=
SmartConsole £ ¥He]et: 9HE-H U},

SNMP — & ®UEH

SNMP(Simple Network Management Protocol)+ HIEF T FH7[E] ¥e] JES
T oo 2 JUth SNMPE w2 E | (agent) = 27| HHES

MIB(Management Information Base)oll o} £11, 23o] 2™ E&Ft.

Simple Network Management Protocol (SNMP) is an Internet standard protocol... SNMP-
compliant devices, called agents, keep data about themselves in Management Information
Bases (MIBs) and resend this data to the SNMP requesters.

Check Point &A= oL A7 A A = Elrg ofal A5 HANE =4 & 4
Ut T I o T T T o S TS
Jorar, trap T AA =S /T Al 2 trape 7 = 4= J&yth 2eto] 735-E SNMP
v3(User-Based Security Model, USM)= A&t}

2t Z15-8ket & — Job Scheduler-Mail-Messages

Notification & N =0 oM ES MO = o= A4 o] 11, Messages = =181 B o
T TTIIOTD ST /|5 aluth 0|58 o] 48 o] & /bt 298 o
4 A5YH
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Logging & thHaUTHYE A Au ZollA] 21 441 4% B Q). System Configuration
ol A= 1Pv6 A1 #A7] 22 0S % A2, Crash Data-Display Format-Session

D
SolM= A dlojElet A 4, A BHdokzE tEsyt

HEES AHEE= F 7|52 23t} Network Access 2F Host Access 2

ala Portal-Gala CHS qaoh £ 0l = o AEHEZ[IS Alor off e

AEjHo] A5 Hoshtt.

£92 2 LLDP(Link Layer Discovery Protocol)= 13 Zu|7]g] 2p7] HEE Fara] &g
EZ 22 E uo 514 gt} a] Ay-Alo]Eg|o]-2& LLDPL} Maestro Orchestrator&
LLDP7} wt2 Qlom, Ydut Scalable Platformoil A= A L= #] ek}
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1

S= 9g(Role), Y= MMM T2|1 E QS MH A
PSS

=)
=
STHK|E CHELICEL o] &2 2t 7|52 72 HE|5HH, ME BXt= #& "User Management" &
k=3
=

7|82 A8} o] & A4S 21028, Gaiae E QM g @A =0l 2FA(Two-Factor
Authentication)E A4t Azt 7|8 Q1= H(TOTP)S o] &3l Gaia 212 SE0 A=
24AE sh o F7} sh= WU 2FAS AH Gala Portale ==, son-relnet a2
23007 F4£-LOM 7IEE &3 22 2IRI7HA] & CLI A & o] gyt E4
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A& A 92(RBA)

Users A= AF8ALE Z7)6ta & gl el 7|2 AL 2|3 o). of 7] A]

Ho]3}= HHAll Role-Based Administration(RBA)< Ut}

1
o>,
rlo
r
rok
o

Role-based administration (RBA) lets you create administrative roles for users... Each role can
include a combination of administrative (read/write) access to some features, monitoring
(read-only) access to other features, and no access to other features.

ZAES=i) 7
53 g gryth ogtoll= 2 £t (Gaia Portal$lA] Gaia ClishQIA]) & A& 4=

=
931, B Wel e Aol Hol B ALGA 1 FHe 2 BE 2= Y&yt AR
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+ 2E 7|50l ¢71/27]5 F+= adminRole,

I~
monitorRole ©] ¢lo o] 52 Akx|-H A 4 gl&U). gt 7Hx] Folgt
X

Password Policy = 2%t o= A4S FAlstaL, ojn| & 29| 2jAME S =L, 7|4 o=
AT E vFLA k= Hoto] A Ax|UUth Te Fr-(Password strengtn), o=
THistory), D52 178 =71, TIATe A8 aa, =10 Ao Al aw A, ong gaae 7H)
s 24 o T T T T
SSHoM 7T 2 g e dools Je=A & w4y
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2] Aol Eflo]9] A S d Lol 22 F= t4l, Gaia

=
=
S0, 220 gle AHEATE YA AF & & AsUH- o|Zlo] A4 SHE TY

Telote 22 YUY Gaiak F /S ALY
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53 GUI 280l E
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171284 — VRRP

k84 — VRRP

VRRP(Virtual Router Redundancy Protocol)= 5 Gaia A[0|ESJ0|7} MZE Eisl|, 50|
SEH P Le 522 a2 e a/lc 17t84 SFMQIL|CE o] 22 VRRPL| 0{2t 34t ¥
2|, HUH Al J2|10 cHEHOI AL AlH|IE He2|gtL|ct BCalanie Platiorme Gala 0o

= Aol & 2L F2I5HM|R.

VRRP& — 2}9-F o|Fst &

VRRP= #oll Al IP F4F & 2}2EoA 2 S EHE 302 JA, 2he¢d F 29
7HeAT AL Fols BEF T2EZ(RFC 3768)AUith 7T VRRP arete 2

A& 2191 VRID(Virtual Router Identifier)E 7HA|™, o} 7] 3t o]F2] VIP(Virtual IP
Address)7 B duUtt. o] =t o] VIPE next hopolu 2 S x| & Ao} &gttt

Gaias T 7HA 4 H41S A3yt Monitored Circuit/Simplified VRRP & 2=

VRRP QIE{H|o]| A7} M2 E X502 ZFA] dl= 7HH ®H4]o]a, Advanced VRRP = 7t

RTE{H[O] AH = s+, 4 g= & 2°] BA] oh= WA YT gt HilHof =

HHAlS XMof £ 4= 9l11, Standalone HJE(Ao] Eflo]gt ] Auj7} 3t AH])= VRRP
A

Blo] ¥2 & ol sy
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VRRP ClusterXL o 22 17H8/4 S thE &ol2 F5Uth &S Ao 71
ola7} whgck.
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VRRP Cluster Cluster O|E%E MISst= AO|EH0| OF
VRRP Router Member VRRPE X = I #|0|ES]|0]
Master Active Ez{mZ HE|5ts, SM=217t 71 =2 AI0|ESI0]
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VRID Cluster name 7tak 2tRE ] 1R AEXHMAC OFX[9 HHO|E0|7| = Bt
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VRRP Transition Failover Master Z0H A| Backup2Z Atz Fgt
Gaiaoll4] VRRP= ClusterXL< ?:1 niE & 4 J5ych ClusterXL2 AH
Active/Backup 747 B gt 4 QlEjm| o] Antct shte] VRID-VIPS FUTHZHE

53t 742). Clusterxl= 1T Active/Active e-g0] 715 df, 3 Q1E]Ho| A0 &= VRIDE &
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X= VRRP IEHo]AE E= VRIDZF Z4AISHA she Zlo] 58 ot 2% ¢Few
HtY A= 4171 A4717] wlEduh — o] o] F Qe Ho] AR [ @ Mgt U f+=
JEH, UF 78 o /F Edids B Al 257 Masterol] S 4] Sof= 43l
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' VRRP Master Al°]Eg]o] @ VRRP Backup Al°]ESC] @ 74t 2F-2-E] VRID 5(VIP
192.168.2.5) @ W3 SAE — 2o 17124 *© VRRP Master Alo|Ege] @
VRRP Backup Al°|Ef|o] ® 7Hd 2-¢-E VRID 5(VIP 192.168.2.5) @ HHE L3}t SAE*

L IS OIS o 7402, URe-9ng A Ao HE 12 £
% QlEjmlo] Ak A& The A ylo] Yojok gt
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A= T Load sharing(Active/Active) A YU th. ClusterXL2 113 static routeft
2w Wshs ZEA1 S 7 of 5lal, Alo]Eglo] 12 VRID 52 Master-VRID 72] Backup,
Aol Ego] 2 1 Wit 2 ol 22 WSt Hahe Ly

! VRID 5°] Master-VRID 79| Backup Al°|E o] @ VRID 5°] Backup-VRID 79
Master AlP|Eg]°] 3 7Hit 2h-2-E] VRID 5(VIP 192.168.2.5) — WH T Load Sharing *@®
VRID 59] Master-VRID 72] Backup Al°|Eflo] @ VRID 52| Backup-VRID 72] Master
Aol Eflo] ® 7H 2 VRID 5(VIP 192.168.2.5)*

Z 2] AE| £H], Monitored Circuit-Advanced VRRP2] AtA| AT} BA| a2 Axl= Y79
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